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T.0. YepHaduyk

KaHAMAAT IPUANYHUX HAaYK, JOLEHT
CyMCbKUIA HaLioHanbHUIA arpapHuin yHiBepcuTeT

NMPABOBI 3ACAOM OPTAHI3ALII TA IHOOPMALIIMHOI BE3MEKU

MNATRDKHUX CUCTEM: OKPEMI MUTAHHA

Y cmammi npoaHanizogaHo cmaH rpaeoso20 3abesrneyeHHs opaaHi3auii nnamixHoi cucmemu 8
YKpaiHi, Bu3Ha4eHO OCHOBHI numaxHs 3axucmy iHgbopmauii npu nposedeHi nepekasy, 3arpornoHo8aHo
crieyianbHi MPUHUUNU, Ha IKUX mae bydysamucs cucmema 3axucmy iHgbopmauii.

Knroyoei cnoea: nnamixHa cucmema, 8HympilHbo0epXXasHa nnamixHa cucmema, MixkHapoOHa
nnamixxHa cucmema, 6HympiwHbObaHKI8CbKa nnamixHa cucmema, rniaamikHa opeaHi3auis, osep-
calim, pekoHcunauisi, iHgpopmauisi, iHgpopmauyitiHa besneka, nNPUHYUN 3abe3rneyeHHs uinicHocmi iHgo-
pmauil, npuHyun 3abeanedyeHHs KOHIOeHyitHocmI iHghopmMauii, npuHYyun 3abesnedyeHHss docmyny Ao

iHgbopmayii, npuHyun eidrosidanbHoOCMI.

l. Betyn

Y cy4yacHux ymoBax ocobnmBOi akTyarbHO-
CTi HabyBalOTb NUTaHHA OpraHi3adii rpoLoBuxX
pPO3paxyHkiB, O 3yMOBJIEHO 3HAYHOK POSSIIO
rpowoBoro obiry B 3abe3neyeHHi po3BUTKY
€KOHOMIKN aepxasu. [NposigHa porb y npoueci
30iCHEeHHs cyB’ekTamu nepekasy KoWTiB i
po3paxyHkiB BiOBOAMTLCS MMaTDKHUM CUCTe-
MaM Ta CUCTEMaM po3paxyHKiB, OCKifbku came
HafiiHi 1 edeKTMBHI NnaTikHi cuctemmn 3abes-
nevyyrTb PO3paxyHKM 3a 3000B’A3aHHAMN Ta €
3anopykoto cTabinbHOro dyHKLiOHyBaHHSA i-
HaHCOBOI CUCTEMW N EKOHOMIKM KpaiHwn 3ara-
nom. Yepes nnaTtikHi cucteMm npOXoasATb
3HaAYHi rPOLUOBI MOTOKM, TOMY MOPYLUEHHS B
pobOoTi UMX CUCTEM, HEBMKOHAHHS OOHUM 4K
KilbKOMa u4rieHamMu, Y4yacHUKaMu MnaTikKHOT
CUCTEMM CBOiIX 3000B’i3aHb MOXYTb MNpU3Be-
CTU OO0 CUCTEMHOrO PU3NKY, HEraTUBHO BNIIM-
HyTM Ha cTabinbHICTb iHAHCOBOI CUCTEMMU
KpaiHu, nigipeaTn OOBiIpY CycninbcTBa A0 rpo-
wen. Takum YMHOM, Ha CbOroAHI 3Ha4YHe MicLe
BiBeeHO AOCNiAXEeHHI0 NpaBoOBUX 3acaj op-
raHisauii nnNaTiXkKHUX CUCTEM.

BignoBigHo [0 3akoHoAaBCTBa, MnaTiKHa
cuctema — ue nnaTikHa opraHisauis, y4acHUKn
NMaTiKHOI CMCTEMWU Ta CYKYMHICTb BiAHOCWH,
WO BUHMKAKTb MK HAMUK MPU NPOBEOEHHI ne-
pekasdy kowTiB. BkasaHa B 3aKOHi CYKYMHICTb
eneMeHTIB He BianoBigae o3Hali 4OCTaTHOCTI
CKnagoBux, WO 3abesnedytoTb UiNiCHICTb cuc-
TeMu, OCKinbkn 6e3 Takux ocib, 3axopnis, ABULL,
Ta iIHCTPYMEHTIB, sIk 6aHKOMaTW, AOKYMEHTH (B
TOMY 4UCIli ENEeKTPOHHI) Ha nepekas rpoLlen,
€neKTPoHHI 3acobu TenekomyHikauii Ta npo-
rpamHe 3abesneyeHHs MNPOrpamHO-TEXHIYHNX
KOMMIEKCIB, 3a JONOMOIO SKUX 34iMCHIOETHCS
nepekas rpowlen, 3axoan 6esnekn pyHKLiOHy-
BaHHS MNaTiXkKHOI CUCTEMM, KIMIPUHIOBI YCTaHO-
BW, CreuianbHUA nnaTikHuiA 3acib Towo, cy-
YacHa nnatikHa cuctema nosbasneHa maTtepi-
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anbHOro 3MiCTy, a BiiTak, He MOXXe HOpMasibHO

dyHKUiOHYBaTN. BknioveHHa Bullenepeniye-

HUX eneMeHTiB OO CKnady nnaTiXkHOI cuctemu

HeobXigHO BM3HATU O0OOB’SA3KOBMM, OCKINbKU

0e3 ypaxyBaHHs ix crneumdikm HEMOXIUBI SK

OpraHisauiiHe MoentoBaHHA CTPYKTypu Oyab-

SKOI MNaTKHOI cucTemu, Tak i AiloBe npaBoBe

perynioBaHHs rpoLlosoro obiry yepes nporanu-

HW B opraHisauii rpowwosoi cucremu [1, c. 353].

Ha cborogHi aktyansHUM NUTaHHSAM NPaBOBOro

3abe3nevyeHHsa opraHisauii nnaTikHOI cucTemm

He NpuainNsaeTbCs 4OCTaTHLOI yBaru.

Il. MocTaHOBKa 3aBAAaHHA
MeTta cTaTtTi — Ha OCHOBi aHanisy YMHHOro
3aKOHOOABCTBa 3'ACyBaTW CTaH MPaBOBOro 3a-

Oe3neveHHs opraHisauii nnaTtikHoi cuctemmn B

YKpaiHi; BU3HAUYNTM OCHOBHI MUTAHHS 3axXUCTy

iHdpopMaLii npyn NpoBeAeHHi nepekasy; 3anpo-

MOHyBaTK cneujianbHi NPUHUMNK, Ha AKX Mae

ByaoysBaTunca cuctema 3axucTty iHpopmauii.

lll. PesynbTtaTtyn
3a 3aranbHUMM NpaBuoM, BigNoBIiAHO 00
cT. 9 3akoHy YkpaiHu “llpo nnatikHi cuctemu

Ta nepekas rpowen B YKpaiHi’ [2], nepekas B

YKkpaiHi MOXe 34iMcHIOBaTUCHA 3a OOMNOMOror

BHYTPILUHbOAEPXXABHMUX MNMNATiKHMX CUCTEM, B

SAKMX NNaTiKHa opraHisauis € pe3angeHToMm, LWo

30INCHIOE CBOK AisiNbHICTL | 3abe3nevye npo-

BELEHHS nepekasy KOLUTIB BUKIIOYHO B MeXax

YkpaiHu Ta MiKHapOAHUX NNaTiKHMUX CUCTEM, B

AKIM NnaTikHa opraHisauis moxe bytn gk pe-

3MOEHTOM, TaK i HEPE3MAEHTOM i fKa 34iMCHI0E

CBO JisNbHICTL Ha TepuTopii ABOX i GinbLue

KpaiH Ta 3abe3nedyye NpPOBEAEHHA Nepekasy

KOLUTIB y MeXax Liel nnaTikHol cuctemu, y T1o-

My Yncni 3 OgHiel KpaiHW B iHLLY.

B YkpaiHi yHKUIOHYIOTb NNAaTKHI cucTemMu,

SIKi CTBOPEHI:

— HauionanbHum 6aHkom — Cuctema enekt-
poHHMX nnartexiB (gani — CEI), ska 3a-
Besneyye 30iMCHEHHS PO3paxyHKiB y Me-
Xax YkpaiHn Mk 6aHkamun 9K 3a JopydeH-
HAMW KNieHTiB 6aHKiB, Tak i 3a 3060B’s3aH-
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HAMM GaHKiB Ta iHLWMX YYaCHWKIB CUCTEMM.
Y CEIN BuKOHyOTbCS MikOaHKIBCbKI Nepeka-
31 y (banrnnoBOMy pPeEXMMI Ta B peXnMi pearb-
HOro yacy. 34iMCHeHHs1 GaHKOM MO4aTKOBMX
nnatexis y cannoBoMy pexumi € 060B'3K0-
BMM, @ B PEXMMI pearnbHOro yacy — 3a noro
BMGOpoM. Pasom 3 TMM ydacHWK cucTemw,
skmin npautoe B CElN y cannosomy pexumi,
3abe3nevye NpUUMaHHSA NNaTexiB y pexumi
peanbHoro yacy. ¥ ¢ainoBomy pexumi oob-
MiH MDKOAHKIBCBKMMUW E€MEKTPOHHUMM po3pa-
XYHKOBVMW JOKYMEHTaMU 30INCHIOETLCS LLUMS-
XOM MpUAMaHHSA-NepeaaBaHHsa  OOKYMEHTIB,
ccopmoBaHuX y hann; HauioHanbHa cucte-
Ma MacoBWX EMNEKTPOHHMX NMaTexiB — BHYT-
pilHbOAepaBHa BaHkiBCbka HGaraToeMiTeHT-
Ha nnaTikHa cucTeMa MacoBUX MnaTexis, B
AKi pO3paxyHK1 3a ToBapu Ta nocnyru, oge-
PXKaHHA rOTiBKM 1 iHLWI onepawii 34iINCHIOTb-
CA 3 BUMKOPUCTaHHAM crieLianbHUX nrnaTikHMX
3acobiB 3a TexHonoriet, Lo po3pobreHa
HaujoHanbHum 6aHKkoM YKpaiHu;

— [AepXaBHnMM GaHkamy Ta OepXKaBHUMK YC-
TaHOBaMM — MNaTKHI CUCTEMW OEPXKaBHUX
OaHkiB, [lep>xaBHOro kasHavencrTBa YKpaiHu
Ta YKpaiHCbKOro AepkaBHOro nianpuemcTaa
MOLUTOBOrO 3B’s13KY “YKpnowiTa”;

— yCTaHOBaMu NPUBATHOIO CEKTOPY — BHYT-
pilLHbOAEPKABHI Ta MDKHAPOAHI NnaTKHi
cuctemmn H6aHkiB i HebaHKIBCbKMX YCTaHOB.
MnaTikHa cuctema (KpiM BHYTpiLWHLO6aH-

KiBCbKOI NnaTiXHOI cuctemu) gie BianosigHo Ao

npaBur, YCTaHOBEHUX NNATKHOIO opraHisadi-

€0 BignoBsigHOT nnaTtiXkHol cuctemu. BHyTpiww-

HbODaHKIBCbka NnaTikHa cuctema, WO SIBNSE

co6ot0 NMporpamMmHoO-TEXHIYHUI KOMMSEKC 3 Bria-

CHMMK 3acobamu 3axucTy iHdopmauii, sKun

EKCnIyaTyeTbCa KOMepUiiHuMm ©aHkom abo

06'egHaHHAM GaHKiB i 34INCHI0E PO3PaxyHKK

MK ycTaHoBamMu UbOro 6aHky (06'egHaHHS),

Ji€e BignoBigHO A0 BHYTPILLHIX AOKYMEHTIB 6aH-

Ky. YKpaiHCbKi 6aHKu LUIMPOKO BMKOPUCTOBYIOTb

cuctemMy “KrieHT — 6aHK”, MPOMOHYYM NNaTix-

Hi mocnyrn cBOIM knieHTaMm Ha 6asi cyvacHux

TexHosnorin. LisanbHiCTb nnaTikHOI cucTeMm

Ma€e BignosigaTM BMMOram 3aKOHOLABCTBA

YkpaiHu. LLMpoko BUKOPUCTOBYETLCHA cCUCTEMA

MacoBMX NnaTexiB 3a LOMOMOrow MracTUKo-

BUX KapTOK.
beanepeyHo, BaXMBMM YUHHWKOM YCHiLL-

HOro (OYHKUIOHYBaHHA NNaTikXHOI CUCTEMU €

HOpMaTuBHO-NpaBoBa 6a3a, opieHToBaHa Ha

CTBOPEHHS CNPUATIMBUX YMOB ANS i edpekTu-

BHOI AiAnbHOCTI, 3abe3ne4yeHHs CBOEYacHOro

3aBEPLUEHHST pO3paxyHKiB Mk cyb’ ekTamu roc-

nogaptoBaHHA. 3aranbHi 3acagn yHKLiOHY-

BaHHSA NNaTKHMUX CUCTEM B YKpaiHi, BiGHOCUHMN

y cdepi nepekasy KowWTiB perynowTb KoHCTU-

Tyuis Ykpainn, 3akoHn Ykpaidm “INpo HauioHa-

nbHUM 6aHk Ykpainn”, “INpo 6aHkn i 6aHKiBCbKY

fpisnbHicTh”, “Mpo nowToBui 3B'A30K”, “lMpo
nnaTtikHi cuctemn Ta nepekas KowTiB B YKpai-

HI”, iHWI aKkTK 3akoHogaBcTBa YKpaiHu M HOp-
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MaTMBHO-NPaBoOBi akTu HauioHanbHoro GaHKy
YkpaiHu, a Takox YHigikoBaHi npaBuna Ta
3BUYai ANs JOKYMEHTapHUX akpeguTtusiB Mix-
HapoAHoI Toproeoi nanaTtu, YHidikoBaHi npa-
BMNa 3 iHkaco MixHapogHoi Toprosoi nanatw,
YHicpikoBaHi npaBuna CTOCOBHO [JOrOBIPHUX
rapaHTin MixHapogHoi Toprosoi nanatu Ta
iHLWi MibXHapOOHO-NPaBOBi akTu 3 NUTaHb nepe-
Kasy KoLTiB.

BasoBvM 3aKOHOM, O BM3HA4ae 3aranbHi
3acagu (PyHKUIOHYBaHHA NnaTKHUX CUCTEM B
YkpaiHi Ta 3aranbHuMi nopsigok MNpoBedeHHs
nepekasy KOLITIB Y Mexax YkpaiHu, € 3akoH
YkpaiHn “MMpo nnatixkHi cuctemm Ta nepekas
kowTiB B YKpaiHi”. 3aKOHOM BM3HA4YEHO 3ararnb-
Hi 3acagu (PyHKUIOHYBaHHS MnaTikHUX CUCTEM i
CMCTEM pO3paxyHKiB B YKpaiHi, MOHATTS Ta 3a-
ranbHUn NOPSOOK NPOBEAEHHSA nepekasy KOLUTIB
y Mexax YkpaiHu, BCTaHOBMEHO Bianosiganb-
HICTb CyO’eKkTiB mepekasy, a TakoX BM3HAYEHO
3aranbHU NOpsSAOK 3AiINCHEHHS Harnsgy (ose-
pcainTa) 3a nnaTtbkHummn cuctemamu. Hessaxa-
louM Ha Te, CTBOpeHa nnaTikHa cuctema gep-
)KaBHOI Y/ MPUBATHOK YCTAHOBOW, HaMBaX-
NVBILLIMM MUTAHHAM € BUSIBMEHHS Ta epeKkTuBHe
ynpasniHHA pu3nkamu B Ui cuctemi. Buxoasunm
i3 uiei koHuenuii, HauioHanbHui 6aHk, 3anpo-
Ba[pKylOuUM Harnsg (oBepcawT) 3a nnaTikKHUMU
cucTeMamu, nparHe 3axucTuTi (piHaHCOBY CUC-
Temy Big BMMMBY CUCTEMHOrO Ta iHLLIMX PU3KKIB,
SKi BMacTUBI NNaTPKHUM cucTemMam.

Y npoueci Harnsay (oBepcawnTta) HauioHa-
NbHUIA BaHK YKpaiHu 30iMCHIOE AisNbHICTL 3
MOHITOPUHrY, OLHIOBaHHA MMNATDKHUX CUCTEM i
B pasi HeoOXigHOCTI iHiUiloe 3MiHM Woao iX aia-
NBHOCTI 3 MeTo 3abe3neyeHHs1 6e3nepepBHO-
ro, HaginHoro Ta eeKkTMBHOro (PyHKUiOHYBaH-
HS BiANOBIOHUX CUCTEM.

[MpaBuna nnaTtikHOI cucTemMn MarTb ycTa-
HOBIIOBATU OpraHi3auinHy CTPYKTYpy nnaTik-
HOI cMCTeMU, YMOBM y4acTi, NOPSAOK BCTyNy M
BMXOAY i3 CUCTeMW, YNpaBniHHA PU3NKaMMU,
NOpSIAOK iHILiOBaAHHA Ta 3AINCHEHHSA nepekasy
N B3aeMOpPO3paxyHKiB 3a UUM MepekasoMm Yy
CUCTEMI, NOPAAO0K BUPILLEHHA CNOPIB YY4aCHUKIB
MiXX cODOI Ta MK y4yacHMKaMu N KOpWUCTyBa-
Yyamu, cucTemy 3axucty iHdopmadii, NopsaoK
NPOBEAEHHA pPeKOHCUNsALiT (npouenypu KOH-
TpOnto, sika nonsrae B igeHTMQikauii Ta nepe-
BipUi BMKOHaHHSA KOXHOMO nepekasy KowTiB 3a
OOMOMOrOK MOKa3HWKIB, BM3HAYEHMX MnaTix-
HOIO CUCTEMOID).

[NpaBuna nnaTtiXHOI CMCTEMM, a TaKOX OO-
roBopu, LLO YKNagarTbCA NMaTiKHOK OpraHi-
3auielo NNaTikHOI CUCTEMU 3 yYacHUKaMu L€l
cuctemMun, MaroTb nepegbayatv NOpsaoK Bpe-
rynioBaHHS BUMAOKIB HE3O4ATHOCTI BUKOHAHHS
yYyaCHUKaMM NNaTikHOi CUCTEMM CBOIX 3000-
B'I3aHb.

MnatixxHa opraHrisauisi € 6a3o0BMM enemMeH-
TOM NNaTXKHOI CMCTEMW, OCKIfIbKM € OpraHisa-
TOPOM CUCTEMM CYCNINbHUX BI4HOCKH 3i 34inc-
HEeHHSA nepekasy rpowen y mMexax nnaTiKHOI
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cuctemMu, 3anydae go ii pobotu uneHiB nnari-
XHOI cucTemu, ski pasoM 3 Hew YTBOPKTb
anapat nnaTtikHOI CUCTEMM | € CKNagoBO Ha-
LioHanbHOI CUCTEMM OpraHiB, SKi CrnpusalTb
opraHisauii Ta YHKUIOHYBaHHIO rPOLLOBOrO
06iry B YkpaiHi.

BpaxoBytoun Te, L0 €NeKTPOHHI JOKYMEHTU
Ha nepekas, PO3paxyHKOBi AOKYMEHTU Ta [0-
KYMEHTU 3a ornepauisMu i3 3acTOCyBaHHAM
€NeKTPOHHMX NNaTiKHMUX 3acobiB MOXYTb Mic-
TMTK iHdopMaLito, WO € BaHKIBCbKOK TAaEMHU-
ueto abo € iHdhopmaLieto 3 0OMexeHNM JOCTy-
nom, sika, y CBOK 4epry, nig yac ix nepega-
BaHHs1 3acobamMu TENEKOMYHIKaLMHOTO 3B’A3KY
notpebye BiONOBIOHOrO 3axXUCTY Bif HECAHKLi-
OHOBaHOro Aoctyny (goctyny Ao iHdopmauii
ocib, ski He MaloTb Ha ue npas abo NOBHOBa-
XEHb); HEeCaHKUiOHOBaHMX 3MiH iHdopmauii
(BHECEHHS1 3MiH a0 4acTKOBOrO Yy MOBHOMO
3HULLEHHST iHcpopMmauii ocobamu, ski He MalTb
Ha ue npaBa abo MOBHOBAaXEHb); HECAaHKL,iO-
HOBaHWX onepaui 3 KOMMNOHEHTaMW NNATKHUX
cucteM (BUMKOpUCTaHHS abo BHECEHHS 3MiH O
KOMMOHEHTIB NNaTiXHOI CUCTEMWU NPOTAroM i
dyHKUiOHYBaHHA ocobamu, Ski He MatoTb Ha Lie
npaBa abo MOBHOBAaXEHb), aKTyalnbHOro 3Ha-
YeHHs1 HabyBalTb NUTAHHA 3axXMCTy iHGopMa-
Lii npn NnpoBeaeHHi nepekasy. Cuctema Takoro
3axucTy nosuHHa 3abesnevysBaTy 6esnepeps-
HWIA 3aXMCT iHhopMaLil Woao nepekasy KoLwTiB
Ha Bcix eTanax ii dpopMyBaHHs, 0Opobku, ne-
penadvi Ta 30epiraHHs.

Ha Hawy AymKy, OCHOBHUMW HanpsmMamu
DisiNbHOCTI BaHKIBCbKMX Migpo3ainiB wono 3a-
XnUCTy iHdopmalii (iHdopmaLiiHoi 6e3nekun) €
po3pobKa OCHOBHMX HanpsMiB BUKOPUCTAHHS
TEXHIYHMX Ta nporpamMHux 3acobiB i cnocobis
3aXMCTy €neKTPOHHOI HaHKIBCbKOi iHdopMaLii;
aHani3 Ta opraHisauis gianbHOCTI Woao BUSAB-
NEeHHA MOXIMBMX KaHanis BTpatu 6aHKiBCbKOI
iHpopMmaL,ii 3a 4OMNOMOrol TEXHIYHUX 3acobiB
3axucTy. 3axoau wopo 3abesneyeHHs iHdop-
MauiHoi Ge3nekn GaHky MmarTb OyTu cucrte-
MaTUYHUMW N 30IACHIOBATUCA B KOMMMEKCi 3
iHWMMKM 3axogamu. Baxnuvee 3HauveHHs Ans
3abe3neveHHs iHgopmauiHoi 6e3nekn ©OaH-
KiBCbKOT AiNIbHOCTI Mae 3akoHO4aBYUIN pPiBEHb
Takoro 3abesneyeHHst. [pu po3pobui cnctemm
3abe3nevyeHHs iHdopmauiiHoi 6e3nekn GaHKy
ocobnuBy yBary noTpibHO NPUAINATM OuiHto-
BaHHIO BiQNOBIOHOCTI YNpPaBMiHCbKUX pillEHb,
TEXHOMOrIN, NiAX0AiB Ta KOHKPETHUX nporpam-
HO-anapaTHMX 3acobiB BMMOram YMHHOrO 3a-
KOHOaBCTBa.

AOMiHICTpaTUBHMI piBEHb iHOpMaLiMHOT
Deanekn peanisyetbcs y oOpMi NPUAHATOI No-
NiTUKM 6e3nekun, o MICTUTb OCHOBHI MPUHLMNK
Ta npaBuna, AOTPUMaAHHA SKMX 3abesnevnTb
LinicHICTb i KOHIAEHUiNHICTE GaHKIBCbKOI iH-
dopmadii. Taki npuHUMNM Ta Npasuna nonitTu-
Kn Ge3nekn MICTATbCA B chneujianbHOMY [OOKy-
MEHTI 1 BigNOBIAHWX OpraHi3auiHo-po3nopsaa-
YMX OOKYMEHTax, SKi CTOCYHTbCH BCiX cdep
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GaHKIBCbKOI AiANbHOCTI | € KOMMMEKCOM ynpaBs-
NIHCBKMX pilleHb Ta iHCTPYKUiA Woao perna-
MEeHTaUji Ain K y 3BU4anHOMY pexmnmi GaHkiB-
CbKOI JisNbHOCTI, TaK i B eKCTpeMarnbHUX BU-
nagkax.

Ha nporpamHo-TexHiYHOMY piBHi 3acToco-
BYETbCSA CUCTEMA B3aEMOMNOB’SI3aHMX 3aXOAiB,
AKi 3abe3nevyloTb edekTMBHY Ta Oesnevny
poboTy cepBepiB Oe3neku, a Takox crany ke-
pOBaHICTb iHdhopMaLiiHOT cuctemn GaHKy, Mo-
XNUBICTb 1T PO3BUTKY 3 O4HOYACHOK MpOTUAi-
€0 HOBUM 3arpo3am npu 30epeXeHHi Takux
BNacTUBOCTEN, K BUCOKa edeKTUBHICTb Ta
NPOCTOTa N 3PYYHICTb BUKOPUCTAHHSA. 3 METOH
BMKOHAHHA 3a3Ha4YeHUX BUMOT 34iMCHIOETHCSH
30ip, ysaranbHeHHs Ta aHani3 iHdopmaduii 3
NMTaHb NEPCNEeKTUBHOINO MPOrpaMHO-TEXHIY-
Horo 3abesneveHHst iHopmauinHoi Be3neku.
3a pesynbTaTamMu Takoro aHanisy 3 ypaxyBaH-
HAM BuMoOr HauioHanbHOro ©0aHKy YkpaiHu
BHOCATbLCA MPONO3uLii LWOoA0 BNPOBaKEHHS
NepCneKkTUBHMX MPOrpamMHMX Ta TEXHIYHWX 3a-
co6iB 3axucTy B iHbOpMaLLiiHi CUCTEMM.

HaginHictb Ta edeKkTUBHICTb GaHKIBCbKOI
[isanbHOCTI 3abe3nevyeTbCs LWIAXOM peanisa-
Uil BigNOBIAHWUX BMMOr OO0 CUCTEMU Oe3neku
(6e3nepepBHICTb, MNMNAHOBICTb, KOHKPETHICTb,
aKTMBHICTb, YHiBEpCanbHICTb, KOMMMEKCHICTb),
a BaXNMBOK CKNagoBoK GaHKIiBCbKOI 6e3neku
€ iHpopmauinHa 6e3neka.

IHdopmauinHa 6aHkiBcbka Gesneka Ta 3a-
XUCT BaHKiBCbKOi iHbopMaLii HEe € TOTOXHUMM
MOHATTAMMW, OCKiINbKM iHopMaUinHa Geaneka
OXOMJIOE HE TINbKN MOHATTA 3axuCTy, a 1 ay-
TeHTUiKauito, ayauT iHpopmMaLUinHUX cucTem,
BUSIBMIEHHSA HECAHKLiOHOBAHOrO MPOHWKHEHHS
B iHpopmauinHy cuctemy OaHky. Tak, Hanpwu-
Knag, nNpv nepefaBaHHi AaHUX 3 BUKOPWUCTaH-
HAM KOMM'IOTEPHUX MEPEX MOXYTb BUHWUKHYTU
npobnemu, noe’asaHi 3 iHopmauinHow 6e3-
nekor, 3oKkpema sKLWo H6aHk mMae TepuTopianbs-
HO BiJOKpeMIeHi CTPYKTYpHi nigposainu, pos-
TaloBaHi Ha 3HayYHIn BiACTaHi OOWH Bif OAHO-
ro, TO Npu nepecunaHHi iHgopMadii 3aranbHo-
OOCTYMHOI Mepexelo HeobxigHo 6yTn Bnes-
HEHMM, LLO HIXTO HE 3MOXE CKOPUCTaTUCS L€k
iHpopMauieto abo 3miHUTK ii. MOXyTb BUHWK-
HyTK npobnemu sik gnst 6aHKy, Tak i onsi horo
KnieHTa nNpu po3paxyHKkax B iHTEpPHeT-KpaMm-
HWUUi, KOonu onnata BigOyBaeTbCA B E€NEKTPo-
HHOMY BUrMsgi. [okyneub NOBMHEH MaTK rapaH-
Til, LLO BiH 04epXXMTb OnnayeHuin Toeap, BignoBsi-
OHO po3paxyBaBLUMCb, @ HOMEP MOro KpeauTHOI
KapTku He cTaHe HikoMy Bigomuia. ToMy npadis-
HMKN GaHKIBCbKOI YCTAaHOBM MOBMHHI BMIiTU BW-
3Ha4YaTV KPUTWUYHI iHOpMaLiiHI pecypcn GaHKy
Ta piBeHb IX 3aXWULLEHOCTI Big Pi3HUX aTak, siKi
MOXYTb 34iCHIOBATU 3MOBMMUCHMKM ab0 KOHKy-
PEHTH, LLIO BUKOPUCTOBYIOTb Pi3Hi Bpa3nmei MicLst
3axuCTy iHhOpPMaLiNHOT CUCTEMM.

OCHOBHMMMK MOPYLUEHHSIMW iHCpOpMaLiNHOT
GaHkiBCbKOT 6e3nekun, 3BepTaloTb yBary gaxis-
ui 6aHKiBCbKOT cripaBu, € BTpaTa KOHQIAeHUin-
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HOCTi (pO3KpUTTSA iHbopMaUinHNX pecypciB),
BTpaTta uinicHocTi (iXx HeaBTOpU3oBaHa MoAau-
dikauist), BTpaTta OOCTYMHOCTI (HeaBTOpU30OBa-
Ha BTpaTa JoCTyny A0 LMX pecypcis).

OTxe, 3 MeTOl 3anobiraHHs MNOpPYLUEHHAM
iHpopmauiiHoi 6esnekn iHdopMaLuinHUx BaH-
KIBCbKUX pecypciB NOTPIOHO BUSBNATY Ta aHari-
3yBaTu Bpasnuei Micus iHpopMaLinHoOT cuctemm
OaHky Ta pecypcu, ski noTpebytoTb 3axucTy, a
TaKoX IMOBIPHI aTaku, siki MOXyTb BigOyTuUcs B
KOHKpPETHOMY OTOYeHHi. lMicna uporo noTpibHo
BM3HAYNTK iHCbOpMaLinHi pn3nkn ons iHpopma-
LiiHOro pecypcy, obpaTtn KOHTp3axoam 3rigHo 3
obpaHol noniTukor BaHKIBCbKOI Ge3nekn W
3abe3neyunTn ix peanisadito 3a 4OMOMOro Me-
XaHi3MiB i cepsiciB 6e3neku [3, c. 45—-46].

IV. BucHoBKMu

Ha Hawy pgymky, nomitvka iHcopmMauiiHOl
©e3nekn NnaTikHUX CUCTEM Mae BMU3HAYaTU B3a-
€MOMOB’sA3aHYy CYKYMHICTb MeXaHi3MiB i cepBiciB
Besnekn, agekBaTHy pecypcam, Lo 3axuLLarTb-
CSl, 1 OTOYEHHIO, B AKOMY iX BUKOPUCTOBYHOTb.

Y cBoOt 4yepry, cucrema 3axucTty iHpopma-
uii mae OygyBaTucsl Ha Takux cneuianbHUX
npuHUMnax: 3abe3neyeHHs1 LiniCHOCTI iHdop-
Mauii (iHdpopmauis He moxe ByTn mogudiko-
BaHa HEaBTOPM30BAHMM KOpUCTyBayeMm i (abo)
npoLecom); npuHumMn 3abesnedeHHst KoHdige-
HUinHOCTI iHdopmauil (iHdopmauia He Mmoxe
OyTn oTpumMaHa HeaBTOPM3OBAHMM KOPUCTYBa-

yeMm i (abo) mpouecom); 3abe3neveHHs OOCTy-

ny 0o iHgopmadii (NocTiiHMi Ta Ge3nepeLuKo-

OHWA OOCTYNy A0 KOMIMOHEHTIB NNaTiKHOI CuC-

TeMn ocobam, ki MalTb Ha e npaBo abo no-

BHOBaXXEHHS); 3anepeyveHHs BigMOBM iHiUiaTo-

pa Big nepepaHHs iHpopMauii (HEMOXNMBICTb

BiAMOBM iHiLiaTOpa Big hakTy nepegasBaHHs Ta

oTpuMyBayeM Big akTy NPUAHATTS OOKYMEH-

Ta Ha nepekas, AOKYMeEHTa 3a onepauismu i3

3acTocyBaHHAM 3acobiB igeHTudikauii, LOKy-

MEHTa Ha BIOKNMKAHHSA); BigNOBiAANbHOCTI

(cyb’ekT nepekasy HecyTb BiAMOBIAANbHICTb

3a HeHamnexHe BWKOPWUCTaHHA Ta 36epiraHHs

3acobiB 3axucTy iHdopMaLii, WO BUKOPUCTO-

BYIOTbCS NMPW 34iACHEHHI NepekasiB).
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YepHanuyk T.A. NpaBoBbie NMPUHLUMNbI OpraHM3auMm U UHGOPMaLUOHHOM 6e3onacHoOCTU
nnaTeXxHbiX CUCTeM: oTAeJIbHbIe BONPOCHI

B cmamebe rnipoaHanu3upogaHo COCMOsHUE pasosozo obecrieyeHUss opaaHusayuu rnaamexHol
cucmemsbl 8 YKkpauHe, onpedesieHbl OCHO8HbIE 80MPOCh! 3auyumel UHGhoOpMayuu rpu rnpoeedeHuu rne-
pesodos, rpedrioxeHbl crieyuarnsHble MPUHYUBI, Ha Komopbix 0o/mKHa cmpoumascs cucmema 3auju-
mbI UHGbopMayuu.

Knroyeeble crnioea: rnnamexHas cucmema, 8HympuaocydapcmeeHHas ramexHas cucmema,
MexOyHapoOHas ramexHasi cucmema, eHympubaHKo8cKasi rnramexHasi cucmema, rnaamexHasi op-
eaHu3ayus, osepcalim, PeKOHCUAyus, UHgopmauyus, UHbopMayuoHHass b6eszonacHocmb, MPUHUUN
obecriedeHus yesocmHocmu uHghopmayuu, IpuHyun obecrieyeHusi KoHghudeHyuanbHOCmMu UHEOopP-
Mauuu, npuHyun obecrniedeHus docmyna K UHghopmayuu, NPUHYUN 0meemcmeeHHOCMU.

Chernadchuk T. Legal principles of information security and payment systems: particular
items

In this article is analyzed the situation of the legal support of the Ukrainian payment system by the
author. Attention is put on the question specified in the law a set of elements does not match attribute
sufficient components to ensure the integrity because the absence of such person, measures, phe-
nomenon and instruments like ATM (including electronic) for remittance, electronic telecommunica-
tions and software -software complexes, whereby the transfer of money, precautions functioning of the
payment system, clearing agencies, special means of payment, etc., the current payment system is
devoid of substantive content, and therefore can not function properly, including under the abovemen-
tioned elements in the payment system must recognize mandatory, because without them the specif-
ics are not possible as the organizational structure modeling of any payment system and Characters
legal regulation of money circulation through gaps in the monetary system. It is noted that the payment
organization is a basic element of the payment system because it is an organizer of the social relation
system in remittance in the measures of payment system, include in work all members of payment
system which are together make payment system apparatus and is part of a national system of which
contribute to the organization and functioning of money circulation in Ukraine. Other side making over-
size by the National Bank of Ukraine plays the important role in efficient functioning of payment sys-
tem in the country. It is underlined that the rules of payment system have to install the organizational
structure of the payment system, conditions of participation, the order of entry and exit from the sys-
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tem, risk Management, procedure for initiating and implementing the transfer and mutual transfer in
this system, the procedure for settling disputes between members themselves and between members
and users, information security system, procedure for reconciliation. Regulations of payment system,
and also contracts which are made by the payment organization of payment system participants in the
system have to order to predict the settlement of the cases failure to perform payment system partici-
pants of their obligations. It is determined some problematic points as for information protection during
making transfer. Herewith the system of such protection must ensure continuous protection of infor-
mation as for transfer money on all stages of its formation, processing, transmission and storage, the
information security policy of payment systems should define coherent set of mechanisms and serv-
ices, security, adequate resources to be protected, and the environment in which they are used. In
turn, the information security system is based on the following specific principles: the principle of the
integrity of information, the principle of ensure the confidentiality of information, the principle of access
to information, the principle of denial initiator of the information transfer, the principle of responsibility.

Key words: payment system, domestic payment system, international payment system, interbank
payment system, payment organization, oversize, reconciliation, information, information security, the
principle of the integrity of information, the principle of ensure the confidentiality of information, the
principle of access to information, the principle of responsibility.
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