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MBC Ykpainn

KIBEPITOAILIA YKPATHH

AEMEIOK Cepriii BacuAboBHY - HA4YaABHHK Y TIPABAIHHA 60POThOH 3 KIOEP3AOIHHHICTIO

MAPKOB B’suecaaB BaaepifioBud - KaHAHAAT IOPHAHYHHX HAYK, CTAPIIHH HAYKOBHH
CHIBpOOGITHUK HA4aAbHHK (PaKyAbTETy MIATOTOBKH (axiBIB JAA HIAPO3JIAIB  60poTEOH
3 KIGEP3AOYHHHICTIO Ta TOPTIBAEIO AO4bMH XapKIBCBKOIO HAIJIOHAABHOTO YHIBEPCHTETY

BHYTPIIITHIX CIIPAB

YAK 351.749

B oannot cmamve paccmompenvr Konyen-
MYANLHOIE ACNEKMBL  CO30AHUA  KUbepnonuyuu
Yrpaunw, enasnoti uenvio Komopol A6NAEMCA
opeanusayus IPPexmusnozo npomusodeticmeus
npoasrenuam Kubepnpecmynruocmu w obecneve-
HUe 0eUCMEEHH020 BNUAHUA HA ONEPAMUBHYH) 00-
cManoexy e cihepe obwecmeennvix unPopmayu-
OHHBIX ommowenuli. H3nooncenst npeonoxcenus
0 NPUHYUNAX HEOMIONCHO20 pepopmuposarus
COOMBEMCMBYOUUX NOOPA3OELeHUTE OP2aH06 EHY-
mpennux oen, PyHKYUL YeHMparvrozo u peuo-
HALLHBIX 0(hUCO8 Kubepnoruyuu, opanusauuu
N0020MOBKU KEANUPUYUPOBAHHBLX KaOPO8, Cho-
COOHVIX Pe3YLLMAMUBHO Nhedomapawamyv, npece-
Kamo u paccnedosamo xubdepnpecmynienus.

Knmwouosi cnoea: miniyia, moniyisa, opzanu ewy-
mpiwnix cnpas, xibepanouunu, xibepnoniyis, xonyen-
yia pedpopmyeanna.

Beryn

HeobxigHicTb pedpOpMyBaHHA CHCTEMH
MinicTepcTBa BHYTPIIIHIX cIpaB YKpaiHu
BJK€ JaBHO Hi B KOrO HE BHKAHMKA€E CYyMHi-
BiB. IIpo HEOOXIAHICTL CTBOPEHHSA MOAILIi B
YKpaini 4aBHO 1 6arato roBOpHUThCH, AUCKY-
TYIOTh YCi — 1 TOAITHKH, 1 TPOMa/JChKI Als4l, i
nepeciyHi rpoMajgsaHu. Aae K 1e 3pobuTn?

YacruHa Ageil BBa)Kae, 10 HeOoOXiAHI1
KapAWHAAbHI 3MIHU — 3BIABHHTH YCIX, XTO
3HEXTYBaB YECTIO MIAIITIOHEPA, a HA IXHE MicC-
1€ B3ATH HOBHX AlOJeil, AKi 6y4yBaTUMyTh B
Ykpaini HOBY HoAinio. IHmi BBa)aoTsk, 110

IPAKTUYHO HEMOKAHBO 3HAlTH 172 THCA
HOBHUX NPaBOOXOPOHIIIB, AKI 3MOKYTb JOKO-
PIHHO 3MIHUTH ICHYIOUY CHCTEMY.

Ha ayMKy ekcrepTiB, 4O OCHOBHHX IIASA-
XiB 34lliCHEHHA pepopMyBaHHA YKpaiHCHKOI
MIALLIT B IIOAILHIO BIZHOCSATHCA:

— po3pobKa KpUTepiiB OIIIHKU ITpaIjiBHH-
KiB;

— 3MIHA CUCTEMH IiJTOTOBKHU Ka/JPiB;

— CTBOPEHHA MOOIABHUX I'PYI HOAILIIiT;

— MAHATTA 3apIAAT IPABOOXOPOHIIAM [1].

/IASl TOJONAHHA HEraTHBHHUX ABHII, IO
ICHYIOTH B OpraHax BHYTPIIIHIX cripaB YKpa-
iHU, 1 JOCATHEHHA ONTHMAABHOI Ta €pEeKTHB-
HOI MOJEAl IXHBOI H06y40}31/1 Kounnemniiewo
IEepPIIOYEProBUX  3aX0AiB  pepopMyBaHHA
cucremu MiHicTepcTBa BHYTPINIHIX CIIpaB
(4anl — Konnenmia), mo 6yAaa 3arBepAxeHa
22.10.2014 Ka6imerom MinicTpiB YKpainu,
nepe46a4eHo 341HCHUTH KOMIIAEKC OpraHi-
3aIiifHUX 1 NPAKTHYHHUX 3aXOJiB, CIpSAMOBa-
HHUX Ha po3bysoBy MiHicTepcTBa BHYTPINIHIX
CHIpaB AK IJMBIABHOTO OPTAaHYy €BPONEHCHKOTO
3paska Ta GopMyBaHHA B HaHOAMK4ll mep-
CIIEKTUBI IIOAILIl K OCHOBHOTO BUKOHABIA
3axo/1B 3abe3nedeHHsa Oe3lEeKHM HACEAEHHSA
[2].

IIpobAaeMu pepopMyBaHHA OpraHiB BHY-
TPINIHIX CHPAB PO3TAAZAANUCA Y HAYKOBHUX
poborax C. M. Ax¢roposa, B. C. bepesnsxka,
B. B. €dimona, H. B. Kamincekoi, B. O. Kpu-
BoAanuyka, C. B. Kymnuapnosa, B. B. Kpux-
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Hoi, A. B. Camoryru, M. O. CsipiHa, l0. M. Ko-
nobuncekoi, O. O. Turapenko, /. B. 'onda-
AroBa, M. I. Makegona, O. B. IOxumuyka Ta
IHITUX.

Ha cydacHoMy eTami pO3BHUTKY AIOJCTBA,
y dac Iepexoay CyCIIAbCTBA HAa HOBY CTaJilo
PO3BUTKY — Big iIHAyCTpiaAbHOTO 40 iHpopMa-
I HOro, OAHICIO 3 HAWBAKAUBIIIUX COL[1aAb-
HUX 1npobrem, 06yMOBAEHOI HeraTHBHUMU
PaxkTopamu iHpopmaTHu3salii, € IpoTHAisa npa-
BOIIOPYIIEHHAM Y cdepi CycImiAbHHX iHPOpP-
MaIifiHUX BIZHOCHH. Y HAyKOBO-TIONYAApPHIi
AlTepaTypi TaKi IpaBOIMOPYIIEHHS OJ€PKANH
y3araAbHIOIOYl BU3HAYEHHSA — «KOMIT'IOTE€PHA
3AOYUHHICTB» 260 «Ki6epP3AOUYHHHICTDL> [3].

KibGep3AOYHMHHICTD € HOBITHIM COIIaAb-
HUM ABUIIEM, IIJO aKTHBHO IIOIIHPIOETHCS
no BcboMy cBity. Ilig KiOGep3AOYHHHICTIO
PO3YMIIOTbCA KPHMIHAABHI ITPABOIOPYIIEH-
HS, MEXaHI3M INATOTOBKH, BYMHeHHsS abo
NPHUXOBYBAaHHSA fAKUX Iepelb6adae BUKOPHUC-
TAaHHA EAEKTPOHHO-OOYHCAIOBAABHHUX — Ma-
MIUH  (KOMITIOTEPiB), TEAEKOMYHIKaI[lifHUX
CHCTEM, KOMII'IOTEPHHX MEpEX 1 Mepex
€AEKTPO3B’A3KY, a TAaKOK 1HII KPUMIHAABHI
IPABOIOPYIIEHH A, YYUHEHI 3 IX BUKOPHUCTAH-
HAM.

XapakTepHUM JAA KiGEP3ANOYMHHOCTI €
Te, IO OpPTaHi30BaHI 3AOYHMHHI yIrpyIOBaH-
HA JejaAl dacTimie HparHyTbh BHUKOPHUCTO-
ByBaTH IHTepHeT i HOBiTHI iHpopMmaliiiHO-
KOMIT'IOTEPHI TEXHOAOTIl JAAA AOCATHEHHS
CBOIX KpHUMiHAaABHHUX IiAeil. B ymoBax 3o-
BHINTHBOI arpecii Ha cXol Ta miBAHI YKpaiHu,
BIZKPHTOCTI KOP/JOHIB Ta €4UHOTO CBITOBOTO
iHPOpMAIIIHHOTO TPOCTOPY BUHHUKAE MOTEH-
IiliHa 3arpo3a NONIMPEHHA B YKpaiHi TaKHX
Hebe3MmeyHux ABHUI, AK KiOGepEeKCTpeMi3M Ta
KibepTepopHu3aM.

ITpoTAroM OCTAaHHBOTO AECATHAITTA CIO-
CTEpIraoThCsl 3araAbHOCBITOBI TEHJEHIII 40
raobaaizanii  COIAAbHO-EKOHOMIYHHMX, II0-
AITHYHUX Ta iHPoOpMALIfHUX IpoIeciB, a
TAKOK KOHBEPIEHIII B TEAEKOMYHIKAIIIHUX
MepeKax, AKa o6yMoBHAA TAHOOKE IMPOHUK-
HEHHS BHUCOKHMX 1HGOPMAIIIHUX TEXHOAOTIH
y KHTTEAIAABHICTD CYCIIABCTBA.

3 MeTo10 3abe3neueHHA €PEKTUBHOL NIPO-
TH/Il TAKMM HETAaTHBHHUM IIPOsiBaM GIABIIICTD
PO3BUHYTHX /JEPrKAB CBITy TOOYAYBAAH CBOIO
IIOAITHKY B IIPaBOOXOPOHHIN cdepi MIAAXOM
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CTBOPEHHS OKPEMHUX BiJOMCTB 9H CAYK6, 110
CHEINaAI3yIOTBECA HAa HMPOTHALl MIKHApOJHIN
kibeparounnHoCTi (CIIIA — (Federal Bureau of
Investigation), Beaukobpurania — (National
Crime Agency), Kuraii — (People’s Police),
Anonia — (National Police Agency), ®panmia
— (Office central de lutte contre la criminalite
liee aux technologies de I'information et de la
communication) [4].

Y cuAy cBOro reorpapiqaHoro po3Tamnry-
BaHHA (TPAH3UTHUI IYHKT MiXK ITUBiAI3OBa-
HOI0O Ta OIABII 3aMOKHOIO 3axigHOI0 €Bpo-
II0IO 1 MEHIII PO3BUHYTHMH Ta IJUBINI30BaHH-
mu CxigHolo €sponolo it Asi€io) YkpaiHa B
yCi yacu nmpuBepTasa ysary o cebe Ak maarn-
AapM AAsl PO3TOPTAHHA TIEI YU 1HIIOL AiSIAB-
HOCTI, B TOMY 9HCAl i IPOTUIIPABHOI.

3oxkpema, aume 3a Bicim micamis 2015 p.
IPaBOOXOPOHHUMHU OpraHaMH YKpainu 6yao
3adikcoBano mnoHag 20 THC. HE3aKOHHHX
omeparniii 3 IAATIKHUMU KapTKaMu ¢pi3ud-
HHUX 0Ci6, IO COPUYUHUAO 30HTKIB HA CyMy
6an3pko 500 MAH. rpH. Ile Aume 1i $arTn,
AK1 BAAAOCS 3a(IKCYyBaTH 1 BCTAHOBUTH [6]

Came TOMY BaKKO IEPEOIIIHUTH aKTyaAb-
HICTb MUTAaHHA 60poTHOHM 3 Kibep3AOYNHHIC-
TIO AAA Hamol gepapu. CTBOPEHHA HOBHX
MEXaHI3MIB 3 NPOTHAIl JaHHM IPaBOIOPY-
IIEHHAM ChOTO/JHI, AK HIKOAHM, € BUIIpaBJja-
HHUM KPOKOM.

CAig Big3HaunTu, mo B Crparerii Hamjio-
HaAbHOI 6e3neKkn YKpaiHH 40 OCHOBHHUX Ha-
HPAMIB J€PKABHOI IOAITHKH HaIIlOHAABHOI
6e3snexku YKpainu y cdepi 3abe3nedeHHsa Ki-
6epbesnexn i 6e3nekn iHGopMariiHUX pe-
CYPCIB BIJHOCHTBCSI PO3BHUTOK CIPOMOKHOC-
Tel NPaBOOXOPOHHUX OPraHiB 040 PO3CAI-
AyBaHHA KibepaaouuHis [7, m. 4.12].

Y sarBepguenitt  22.10.2015  posno-
pasxennam Kabimery MinicTpis YKpainu
«Ctparerii poO3BUTKY OpraHiB BHYTPIIIHIX
cpaB YKpaiHH» 40 IEPEAIKy JOBIOCTPOKO-
BHX 3aXO0/iB, CHPSAMOBAHUX Ha pepopMyBaH-
Hsa MBC ta opranis BHYTpIlIHIX cIIpaB, Bij-
HOCHTBCSI TAKOK PePOPMYBAHHA IiAPO3JIAY
1o 60poTr6i 3 KiIOEP3ANOUUNHHICTIO, 3a3HAYUB-
I OCHOBHUM HAINPAMKOM JiAABHOCTI IO-
nepesAKeHHA Ta HPOTHAII0 KPHUMIHAABHUM
IPAaBOIOPYIIEHHAM, IIOB fA3aHUM 3 Kibepa-
TaKaMH Ta BTPy4aHHA B poboTy iHPopMarriii-
HHUX CHCTE€M, BHKAIOYHBIIHM TaKi HaNpsAMKHU
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poboTH MigPO34iAy, AK IPOTUAIS TPAABHOMY
6i3HeCy, MpoTUAiA maxpaiicTBaM 1 Aeraaisa-
nii (BIAMHUBAHHIO) AOXOJIB, OJ€pP:KAHUX Bif
3a3HAYEHUX BUIE KPUMIHAABHHUX ITPABOIIO-
pylIeHb, IPOTUAIA 3AOYMHAM Yy cepi iHTe-
AEKTYaAbHOI BAACHOCTI [7]

Y IJMX yMOBAaX IIOCTA€ 3aBJaHHS IIBH/KO-
ro Ta AKICHOro pepopMyBaHHSA MHiZPO3A1AiB
MBC Ykpainu, 3agigHux y nportujii kibep-
3AOYMHHOCTI Ta HIATOTOBKH AASL HUX KBaAl-
PIKOBAHUX KajpiB, 3JaTHUX HA HAAECKHOMY
piBHI 3a6e3ned4uTH HPABOHOPSALOK y cdepl
BHUKOPHUCTAaHHA 1HPOpMaAIIfHO-TEAEKOMYHI-
KalliHUX CHCTEM, IOIEPEAKYBaTH Ta OIle-
PAaTHBHO BUABAATH XaKEPChKI aTaKM Ha cep-
BEPH JEPKABHUX YCTaHOB, 3abesmedyBaTu
6e3neky (QyHKIIIOHYBaHHA Jgep:KaBHUX 1 Bi-
AOMYHX €ACKTPOHHUX OOAIKIB Ta 6a3 AaHUX
TOIIO.

BpaxoByloun 3a3HadeHe BHIE, MOXKHA
TOBOPHTH IIPO HaraAbHy otpeby CTBOpPEHHS
B YKpaiHi Tak 3BaHOI KibepITOAiii.

Mertoio cTBOpeHHA KibepIoAilii € opraHi-
3anis epeKTUBHOI MPOTHAII mposaBaM Kibep-
3AOYMHHOCTI Ta 326€31eYeHHA JI€BOT'O BIIAH-
By Ha OIl€paTUBHY OOCTAHOBKY B 3a3HAYeHI
cpepi. JAra 1bOTO € AOIIABHUM CTBOPEHHS
B CTPYKTypl KpuMiHaAbHOI moainii Hamio-
HAABHOI IOAILIi YKpaiHH OKPeMOro Mixkpe-
riOHAaABHOI'O MiAPO3JAIAYy, OPIEHTOBAHOIO Ha
BUSABACHHS Ta IPUIIMHEHHA HaW6iAbII He-
6e3neyHux 1 pe30HaHCHUX (GOpPM TpaHCHAINI-
OHAABHOI OPTaHi30BaHOI KiGEP3AOUYHHHOCTI.

KibeproAainist IOBUHHA CTaTH CKAQZOBOIO
YACTHHOIO KPUMiHAABHOI IOAINIT Hamionans-
HOI moAinii YKpainu, mo ckAagaersca 3 Je-
HapTaMEeHTY KibepIoAinii (eHTparbHUil oPic
Kib6epIIOAiIii) — CTPYKTypPHOTO MiZKPETIOHAAD-
HOTO MiAPO3JIAy Ta HOTO TEpPUTOpPIAABHHX
YIpPaBAIHb 13 IIHPOKHMH AHAATHYHHUMH Ta
ONEePAaTHBHO-TAKTHYHHUMHU ITIOBHOBAKEHH AMU,
KOTpPHH CIleniani3ye€ThCs Ha IHOIEpeAKeHHI,
BHABACHHI, IPUIIMHEHHI Ta PO3KPHTTI KpH-
MIHAABHHUX NPABONOPYIIE€HDb, MEXAHI3M Mij-
rOTOBKH, BAMHEHHA 2460 NPUXOBYBAHHSA AKHX
nepegbadae BUKOPHCTAHHA €AE€KTPOHHO-06-
YHUCAIOBAABHHMX MAIllMH (KOMIT'IOTEPIB), TeAe-
KOMYHIKAIHHUX CHCTEM, KOMII' IOTEPHHUX Me-
peX 1 MEpPEK EAEKTPO3B A3KY, A TAKOK 1HIIHX
KPUMIHAABHHUX IPABOIOPYIIEHD, YAHHEHHX 3
iX BUKOPUCTaHHAM.

ITpu 1npboMy KoMmeTeHIis KiGeproAimii
Mae Oyru oOMeXeHa BHUABAEHHAM Ta JO-
KYMEHTYBAHHAM IPOTHIPABHOI AIAABHOCTI
AK HAIllOHAABHUX PETriOHAABHHUX, MIKpPETio-
HAABHUX, TaK 1 TPaHCHAIIIOHAABHUX OpraHi-
30BAaHHUX 3AOYHMHHUX rpyn (g4ari — O3T).

CAlg 3a3HAYUTH, IO BUOKPEMAEHHA Ki-
6Ep3AOUYHHHOCTI B OKpPEMY KaTeropiio Ipa-
BOIIOPYIIEHb € HACTIABKH K 3aKOHOMIPHUM
1 BUIIpaBAAaHUM fAK 1 HEOOXIAHICTH popMmy-
BAHHA 0COOAMBOTIO MiAX0AY 40 IPOTHAILL ITUM
HanpAMaM IPOTUNPABHOI JAIAABHOCTI, ajxe
BUSIBACHHA Ta JOKYMEHTYBAHHSA BCIX IJHX
3AOYHHIB BUMarae BiJIIOBIZHOI KBaAlPpikamii
npanisHukiB HarmionaabHOI moAainii, po3y-
MIHHSI HIMH ME€XAHI3MiB yYHHEHHs IIPABOIIO-
PYIIEHb 3 MIZKHAPOAHOIO CKAAJZOBOIO, JKEPEA
AOKa30BoI iIHpopMaLii, HAIPAMIB Ta CrIoco6iB
AOKYMEHTYBAHHA TaKUX IPOTHIPABHUX Jii,
HAAAQro/KE€HHs Ta HNIATPUMAHHS MIKHApPOA-
HOTO CIIBPOOITHUIITBA 3 IHO3EMHHMU ITPABO-
OXOPOHISIMH, 34aTHICTh 1 HABUYKH B IIPOBE-
AEHHI KOMIIAEKCY KOMIT IOTEPHO-TEXHIYHUX
AOCAIAKEHb TAa KBaAI(PIKOBAaHHX TEXHIYHHUX
3aX0JAl1B.

Opranisanis epeKTUBHOI NPOTHAIL 3A0-
YUHAM MIKHAPOJAHOTO XapaKTepy BHMAarae
it OKpeMoro mJjgxoAy 40 ¢popMyBaHHSA iHPpa-
CTPYKTYPH Ta OLIHKH PE3yAbTATIB JiAABHOCTI
CHEINaAI30BaHOTO MiPO3AIAY B IIiH cdepi.

BogHouac cyTT€BOTrO pegopmMyBaHHSA IIO-
Tpebye 1 mijxig 40 pO3TOpTaHHA AIAABHOCTI
cAyx6u B perioHax jgep:kaBu, 0COOAHBO B
KOHTEKCTI aJMIHICTPaTUBHOI pePOopMH, CKO-
POYEHHA KIABKOCTI 0cO60BOTO CKAaAy, obme-
AKEHHUX AIOJCBKHX TAa MAaT€PlaAbHHUX PECYpCiB,
a TAKOK TPYAHOIIIB 3 pIHAHCYBAHHAM.

OueBugHUM € TOH (AKT, IO B paMKax
ICHYI0YOI CTPYKTypH Ta KOMIIETEeHIii perio-
HAABHUX OPraHiB OJHAKOBOTO MIAXOAY /JO
PO3IOAINY CAYKO0BUX 3aBAaHb, OI[IHIOBAHHS
poboTH, a TaKoX 3 ypaxyBaHHSIM JHHAMIKH
PO3BUTKY TPaHCHAIJIOHAABHOI KiGep3AOYMH-
HOCTI, reorpadii IPOTUNPABHOI AISABHOCTI,
PEriOHAABHOTO PO3MIOJINY 3AOYHHHHUX €Ae-
MEHTIB, iX MIKPErioHaABHUX Ta MIKHAPO/-
HHUX 3AOYMHHHX 3B’A3KIB 60poThba 3 TakuM
MacmTabHUM 1 CKAQJHHUM siBUIIEeM He Oyge
epexTuBHOIO. B 03HAYEeHOMY (TaKOMYy) BHIIaJ-
Ky TOAOBHA M€TA CTBOPEHHS IIUX MiAPO34iAiB
— 3HENIKOAKEHHS MIKperioHaAbHHX OpTraHi-
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30BAHUX 3AOYHMHHHUX TI'PYH Ta HAI[IOHAABHHX
ocepegkiB MixkHapogHuxXx O3I 3aAnmuThHCA
6e3 peaaizanii. HaromicTs, MaTuMe Miciie
(2K e Hag3BUYAMHO YacTo OyBa€ ChbOroJHi B
pob60Ti TEPUTOPIAABHUX HiAPO3AiAIB 6OPOTH-
6u 3 KIGEP3NOYMHHICTIO) TaK 3BAHUH e(eKT
«6UTTA 1O XBOCTaX», MO BUABAAETLCA B JO-
KYMEHTYBAaHHI He LIAICHUX 3AOYHHHHUX Me-
peiX, a AuIIe iX OKpeMHUX yJaCHHUKIB, 1 MaliKe
HISIK HE BIIAHBA€ HA OIEPATHBHY OOCTAHOBKY
B IIIAOMY.

Konnenmnis crBopeHHs KibepnoAainii — ne
po3pobKa apceHaAy CydyaCHUX IHCTPYMEHTIB
yA0CKOHaAeHHs pobotu cucremu Hanionaas-
HOI IOAINIT YKpainu B3araai. CTBOpeHHA Ki-
6eproAinii nepesbavae Take peGpopMyBaHHSA
Ta PO3BUTOK Nigpo3giaie MBC, mo 3abesmne-
YUTh HIATOTOBKY Ta (PyHKI[IOHYBAHHSA BHCO-
KOKBaAlpIKOBAaHHUX IpaljiBHUKIB B €KCIEPT-
HHUX, OINEPATHBHHUX Ta CAIAYHUX HiApOo3jirax
HOAILi, 3a4iAHUX Yy NpoTHAIl Ki6ep3AOdYnH-
HOCTI, Ta 3JaTHUX 3aCTOCOBYBATH HA BUCOKO-
My rpodeciiiHoMy piBHI HOBITHI TEXHOAOTII B
OIlePAaTHUBHO-CAYKO0BIH A1SABHOCTI.

ITpu crBopeHHi KibeproAinii JormirbHe
CHHXPOHHE, IIO€TallHEe IIePEeTBOPEHHS ic-
HYI040i MOJeAl MHiAPO3JiAy 4O HOBITHBOTO
JA€PKABHOTO OPTaHy IPABO3aXHCHOIO IIPHU-
3HAYEHHS HAa NPHUKAAJL Cy4aCHOTO €BPOIIEii-
CBbKOTO THITy, KM 3a CBOIMH (QYHKI[IAMH
3abe3nedyBaTUME OXOPOHY IpaB, cBobog 1
3aKOHHHUX 1HTepeciB ocoOH Ta geprKaBH; 3a
TEXHIYHUMH Ta HPOPECIiiHUMH MOKAHBOC-
TAMH MaTHME€ 3MOTY MHUTTEBOIO pearyBaHH:A
Ha Kibep3AounHH Ta Kibep3arposu, a TaKOX,
BiAIIOBIJHO 40 KpaljUX CBITOBUX CTaHJAAp-
TiB, 341MCHIOBATHME MIKHApOAHY CIIBIIpa-
1[I0 31 3HENIKOJAKEHHS TPaHCHAI[IOHAABHHX
3AOYMHHHX yIPyIOBaHb B O3HAYEHIH (y IIiif)
chepi.

Y nponeci pepopMyBaHHA HEOOXiZHO BU-
PIIIUTH HACTYITHI 3aBJAHHA:

1) y ctpykTypi KpuMiHaAbHOI mOAinii Ha-
LIOHAABHOI TOAILil Ykpainu crBoputu Ae-
HapTaMeHT KibepHoAimnii (leHTparbHHI odic
Kibepmoainii), 10 CKAa4y IKOTO BXOAUTUMYTh
TEPUTOPIaAbHI  YHpPaBAIHHA  (perioHaAbHI
odicu Kibepmoainii), mo 3abe3nedyBaTUMYTh
3aXMCT Ta OXOPOHY Ipas i cBob6og ocobu Ta
AEPrKaBH, a TAKOK Ha4aBAaTUMYTh SKICHI ITpa-
BOOXOPOHHI Ta IPaBO3aXUCHI PYHKIIIT;
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2) CTBOPUTH MeXaHI3M KOOpAHMHAIIl Ta
B3aEMOJII AISABHOCTI KiIO€PIIOAILIT 3 IHITUMHU
nigposairamu HamioHaabHOI IOAIIT Ta mipa-
BOOXOPOHHUMH OPTaHAMH JEePIKABU;

3) yAOCKOHAAUTH Ta MOJEPHI3yBaTH IIPO-
¢deciifHy miATroToBKy (axiBLIB y BUIIHX Ha-
BYAABHHUX 3aKAA4aX Ta HAyKOBO-JOCAIZHHX
ycraHoBax MBC 3 MeTOI0 OTpHMaHHSA BHUCO-
KOKBaAIpIKOBAHUX  CIIEIIAAICTIB, 3/JaTHHX
BHUKOHYBAaTH CBOI mpogecilini o60B’A3KH B
yMOBaX HOBOTO €TaIly PO3BUTKY OpPraHiB BHY-
TPIIIHIX cripaB Ta y cpepi NpOTHAIT CydacHUM
BHCOKOTEXHOAOTIYHHM Kibep3AOUHHAM;

4) ynpoBaAuTH B AisAAbHICTE HanioHans-
HOI HOAINii YKpaiHu (YHKIIIOHYBaHHSA IIPO-
IPaMHO-TEXHIYHUX KOMIIAEKCIB (T€pPMiHAAIB)
3BOPOTHOTO 3B’A3KY JAASl IPUHOMY 3BEpPHEHbD
Ta 3a5B IPO KIOEP3AOYUHU, IO JO3BOAUTH Y
PEKHMI peaAbHOTO 4Yacy 34ifiCHIOBATH olepa-
TUBHE pearyBaHHs AAs IX 3anoOiraHHs, HPU-
NHHEHHSA 200 PO3KPUTTSH;

5) mepeabauntn ydacth ¢paxiBuis Kibep-
noAinii y gopMyBaHHI Ta peanisanii gepsKkas-
HOI HMOAITHKHU IOAO IOINEPEeAKEHHs Ta IIPO-
THAIl KPUMIHAABHUM IIPaBOIOPYIIEHHSAM,
MEXaHi3M HiJTOTOBKH, BYHHEHHs abo mpu-
XOBYBaHHA AKHX Ilepesbadae BUKOPHCTAH-
Hs EAEKTPOHHO-OOYHUCAIOBAABHHX MAIIMH
(KOMIT'IOTEPIB), CHCTEM Ta KOMII'IOTEPHHUX
MEpeK 1 MEpek EACKTPO3B’SI3Ky, a TaKOXK
IHIIMM KPHUMIHAABHUM IIPABOIOPYIICHHAM,
YVIUHEHHUM 3 IX BUKOPUCTAHHSIM;

3anponoHOBAaHUM JgaAl MmigXig A0 KOH-
Lemnnii CTBOPEHHsI KiOepIOAINil 3aCHOBAHO
HAa IPHUHIUIIAX BCE3araAbHOTO YIIPABAIHHSA
SAKICTIO, IO IpeACTaBAsie cob0I0 cucremy
YIIPAaBAIHHS, 3ACHOBAaHY HAa OTPUMAaHHI IIO3H-
THUBHOT'O PE3YABTATy 3 IOTASIAY CYCIIABCTBA
IIpU pearyBaHHI Ha Ty 9H IHIIY IIOAiI0, Ta BH-
3HAYAETHCS SIK 30CEPEAKEHUI Ha SIKOCTI, cPo-
KyCOBAaHHH Ha IPOMaJCbKOCTI, 3aCHOBAHHUU
Ha (paKTaxX, KEPOBAHUHU KOMaHAHUIN NHPOLEC,
CHpPSIMOBAHHMII Ha IIAAHOMIpHE JOCATHEHHS
CTparerivHoi MEeTH OpraHisauii IIAAXOM IIO-
CTIfIHOTO TIOKpaINIeHHs AKOCTI 11 ZIAABHOCTI.

OCHOBHUMH NPUHIUIIAMH TAKOI KOHIIEII-
nii €:

1) mocriiinicTs MeTH (YAOCKOHAACHHS Ma-
TepiaabHO-TeXHIYHOI 6a3m Aaboparopii ekc-
MEePTHO-TEXHIYHUX AOCALAKEHb Ta Mig0ip BH-
COKOKBAAI(pIKOBAHUX €KCIIEPTIB, Yy TOMY YHC-
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Al 13 CHelaAbHOIO OCBITOIO B OOAACTI TAKOIO
POAY AOCAIAKEHBD);

2) HOBa (pirOCOPiA BIPOBAJKEHHA B Ji-
SAABHICTD ITOAILT 3aX041B, O 341HCHIOBATUME
KibeprioAinis (34ificHeHHA Ha 6a31 MAPO3AINy
[IOBHOTO ITUKAY OIE€PATHBHO-PO3IIYKOBUX Ta
OIIepaTUBHO-TEXHIYHUX 3aXO0JiB, IO BXOAATh
A0 KoMmIeTeHIIl cAykOH — KoMII'IoTepHa
pPO3BiJKa, 3HATTA Ta po3mudposKa Tpadika,
IIEPEXOIIAEHHSI MEpPEKeBUX 3’€4HAHb, BiJ-
HOBACHHS JAHUX);

3) agexkBaTHe pearyBaHHs KOMIIAEKTYBaH-
Hs KibeproAinii y perioHax BiJIOBIZHO BH-
KAMKaM CbOTOJAEHHA (BUKAIOYHO PETIOHAABHI
odicu KiGepIIOAimii i3 IMTATHUM PO3KAALOM,
KWl BIANIOBiZaTHMe MicIeBill KpPHUMIHOIEH-
Hil 06CcTaHOBIII).

I'onoBHUM 3aBAaHHAM KibeproAinii € 3a-
6e3neyeHHA peanisanii Jep;KaBHOI MOAITHKU
y cpepi 60poTsbH 3 KIGEP3AOUHHHICTIO.

DyHKIT IEHTPAABHOTO Ta PEriOHAABHHUX
odiciB KibepIOAiIii:

1) BusHadeHHs, po3pobAeHHA Ta 3a6e3-
MeYeHHs peaAisalii KOMIIAEKCY opTaHi3aIjiii-
HHX 1 IPAKTUYHHUX 3aX0J1B, CIIPAMOBAHUX Ha
MoInepesKEeHHA Ta TPOTUAII0 KPUMIHANBHUM
HPaBOIOPYIIEHHAM, SIKI BIAHECEHI 40 KOMIIe-
TEHIII IEHTPAABHOIO Ta PETIOHAABHUX OQi-
CIB;

2) y Mexax CBOIX IOBHOBA’K€Hb, BiAIO-
BIJHO 4O 3aKOHIB, IIJO CTAHOBASITb IIPABOBY
OCHOBY AisiabHOCTI HamioHaapHOI moOAiWii,
BKMBAHHS HEOOXIZHHX OII€PAaTHBHO-PO3-
IIYKOBUX 3aXO0J1B IM[OA0 BUKPHUTTS HNPHUYHH 1
YMOB, fAKI CIIPUSAIOTh BUYMHEHHIO KPUMIHAAB-
HUX IIPABOIOPYILICHD, BIAHECEHUX 40 KOMIIE-
TeHIii KibepITOAiLii;

3) 3AlfiCHEHHS mOIEpPeAXKeHHs IPaBoO-
HOpylIeHb y cpepi BHCOKHUX TEXHOAOTIH, a
TAKOX IHGOPMYBAHHS HACEAEHHS CTOCOBHO
HOBITHIX BU/IB KIO€P3AOUHHIB;

4) opranisamiag Ta KOHTPOABL JiAABHOC-
Ti perioHaAbHUX odiciB Kibepmoaimii 1mozo
BUKOHAHHSA BHUMOI HAl[lOHAALHOI'O 3aKOHO-
AaBCTBA 1 HOpMaruBHUX akTiB Hamionans-
Hoi noAinii Ta MBC 3 nuTaHps po3caigyBaHHS
KPUMiHAABHUX IIPABOIIOPYIIEHbD, A TAKOXK J0-
TPUMAHHS BUMOT JUCLIUIIAIHU T4 3aKOHHOCTI,
PEKHMY CEKPETHOCTI;

5) ctBopeHHsa Ta po3pobka opranizauniii-
HO-METOAMYHUX PEKOMEHAAIN AAS TiABH-

HleHHA NpodeciifHOro piBHA Ta MOIHPOPMO-
BAHOCTI AIAABHOCTI migpo3ginie HamioHaas-
HOI ITOALLII] TA HACEAEHHS;

6) 3abesnedeHHsA CHIABHO 3 NPHUBATHHUM
CEKTOPOM CTBOPEHHS ABTOMATH30BAHUX iH-
PopMamiiiHUX CHCTEM Ta MACHBIB JAHUX JAS
norpe6 omepaTHBHOTO pearyBaHHSA Ta pO3-
CAIAYBAHHA KPUMIHAABHUX IPABOTOPYIIEHb;

7) opraHizaiis BHKOHAHHSA JOPYYeHb
IPOKYPATYPH TA CAIAYHX OPTaHiB MO0 IIPO-
BEJEHHA CAIAYMX (PO3IIYKOBHUX) Ailf Ta He-
I'AACHUX CAIAYUX (PO3IIYKOBUX) Al y KpH-
MiHAABHHX IPOBA/KEHHAX, AKI HAA€KATh JO
KOMIIETEHI]ii KpUMIHAABHOI ITOAILIT;

8) 341iiCHEHHA KOHTPOAIO y MEKaxX KOM-
IeTeHNIl Ta BIAMOBIZHO 40 3aKOHOJABCTBA 34
BUKOHAHHAM BIJAIIOBIAHUX JOpydeHb Kibep-
MOAIINIEI0, KOOpPAWHALIA X AIAABHOCTI B Ll
chepi;

9) 34ifiCHEHHSA MMOTOYHOTO I MEPCHEKTHB-
HOTO IIAAHYBaHHA poboru KibeproAimii Ta
IPOBEJCHHsS KOMIIACKCHHUX 1 IIIABOBHX OIIe-
PAaTUBHO-IPOPINAKTHIHUX 3aXOJiB HA TepH-
TOPpIi JepKaBU UM OKPEMHX PETIOHIB, y TOMY
YHCAL 32 Y4YacTIO NIPAaBOOXOPOHHUX OpraHiB
IHIIUX KpaiH;

10) po3pobAeHHA HPOEKTIB HOBHUX 3aKO-
HOJABYMX Ta IHIIUX HOPMATHBHHX aKTiB, a
TAKOK HaJaHHA IPONO3MIH IM0A0 BAOCKO-
HAaA€HHs ICHYIOUOI 3aKOHO4aBuoi 6a3u y ce-
pi mpoTuaii Kibep3rounmHaM;

11) BupoBajKeHHSA MPOrpaMHUX 3aco0iB
AASL CHCTeMATH3aril Ta aHaAidy iHdopmarii
PO KPUMIHOTEHHI IpoLecu Ta cTal 60poTh-
61 3 KPUMIHAABHUMHU IPaBONOPYIIEHHAMHU
3a NpPIOPUTETHUMH HAIPAMaMHU AiSIABHOCTI
KibepIIOoAiIii Ha 3araAbHO/JEP;KABHOMY Ta pe-
riOHAABHOMY PIBHAX, OIlIHKA PE3YABTATIB 3a
OKpEMHMH IMOKA3HHKAMH OIlePaTHBHO-CAYK-
60BOI AIIABHOCTI KibepmoAinii;

12) agmiHiCTpyBaHHSA TPOrPaMHO-TEXHIY-
HHUX KOMIIAEKCIB, aHAAI3 Ta CHUCTEMATU3ALNA
AAHUX PO KPUMIHAABHI IPABONOPYIIEHHH,
yuuHeH1 y cpepi Ta 3 BHUKOPUCTAHHAM BHCO-
KHMX TEXHOAOTIH, 0 HaJXOAUTUMYTh BiJ I'PO-
MaAAaH KaHaAaamu call-reHTpiB, eAeKTpoHHHU-
MH AMCTAMH Ta TE€PMIHAaAAMH 3BOPOTHLOIO
3B’SI3KY;

13) o6pobka 3anuTiB Ta ONEPATUBHOI iH-
¢opmanii Big 3aKOpPAOHHHUX IPABOOXOPOH-
HUX OpraHiB, IO HAJAXOJAUTHME KaHaAaMHU
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HarjionaapHOI 11iA04060B01 Mepeki KOHTAK-
THUX IYHKTIB 3 pearyBaHHsA Ha Kibep3aodu-
HU;

14) y paMKax MIKHApOAHOI CHiBIpari Ta
Ha BHKOHAHHA MIKHapOJHO-IPABOBUX JO-
pPy4eHb 3AIHCHEHHSI HAAEKHOIO, BUCOKOKBA-
AlIPIKOBAHOTO HAJZAHHSA JOINOMOTH 3aKOPJAOH-
HHUM KOAEraM 3a BU3HAYE€HHMH HAlpAMKaMU
poboTH, y TOMy YHCAl B paMKaxX (GyHKITIOHY-
BaHHS IIINOAOOOBOI KOHTAKTHOI MEpPEXi AAS
HaJaHHA HEBIAKAAJAHOI JOIIOMOTH IIPH IIPO-
BA/KEHHI KPUMIHAABHHX HPAaBONOPYIIEHb,
OB A3AHUX 3 KOMIT IOTEPHUMH CHCTEMAMH Ta
JAHHUMHU, IIEePECAIAZyBaHHI 0cif, sAKI Mizo3pIlo-
10ThCs1 260 O6BUHYBAYYIOTHCA B iX YYUHEHHI,
a TakoxX 306MpaHHA JOKA3iB B E€AEKTPOHHIH
Popmi;

14) 3abe3nedeHHs PYHKIIOHYBAHHS AO-
KaABHUX EKCHEepPTHHX Aaboparopiii Ta Mo-
6IABHUX TpyH IIBHAKOIO pearyBaHHSA, NPH-
3HAYEHUX JAS 3AAYYEHHHA JO MICIlb BYUHEH-
HA KPUMIHAABHHUX IIPABOIOPYIIEHb, 3 METOIO
3HATTA JAaHHUX 3 HOCIIB IHPOpMaIIii.

Kibeproainist B Mekax KOMIIETEHIIIT 341i1-
CHIOBATHME B3aEMOAIIO 3:

1) ynosnoBaxenum BepxosHoi
YKpaiHu 3 1IpaB AIOJUHH;

2) opranamu i migposgiramu I'eHepans-
Hoil npokyparypu, Cayx6bu 6esnexu, /Jep-
KaBHOI NPUKOPAOHHOI cAyx6u, Cayxboro
¢inancoBoro MouiTopuHry, HarmionarpHuM
AaHTUKOpYNIiHUM 60po YKpaiHu Ta iHIIH-
MU J€p:KaBHHUMHU OpPraHaMH Ta yCTAHOBAMH,
a TAKOX OpPraHaMH MICIIEBOTO CAMOBPAAY-
BAHHS;

3) migpo3giraMu IEHTPAABHOTO OpPTraHy
Ta TepUTOPiaABHUMH migposgiramu Hario-
HAABHOI IOAILII, HAYKOBO-4OCAIZHUMH yCTa-
HoBaMU HallloHaAbHOI ITOAILT;

4) IHITUMH TPAaBOOXOPOHHUMH OpPraHaMH
Ta MPUBATHUM CEKTOPOM Y cpepi 6opoTnbu 3
Ki6€P3AOYHNHHICTIO;

5) MpaBOOXOPOHHUMHU OpPraHAMHU IHO3EM-
HHUX J€PrKaB, a TAKOK MIKHAPOAHUMH yCTa-
HOBAMH Ta OpPTraHi3alisAMH, A0 KOMIIETEHI]
SIKHX BlJHECEHI IUTAHHS IOINEpPeKEeHHs Ta
npoTtuAii Kibep3ArodnHaMm.

3 ypaxyBaHHSM MIKPEriOoHaABHOI'O Xa-
PaKTepy AIAABHOCTI KiIG€P3AOYHHIIIB TEPUTO-
PlIo AepsKaBH JOLIIIABHO CTBOPHUTHU PEriOHAAD-
Hi oicu KibepIroAiii.
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KepiBHuku perioHaabHHX o@iciB Kibep-
HOAIDT Ta 1X 3acTynHUKH 6y4yTh HpH3HAYA-
THCA, 2 CTPYKTypa Ta INTATHA YHUCEABHICTDH
— 3aTBEPAKyBaTHCA HaKa3oM KepiBHuKa Ha-
I[IOHAABHOI IOAILIT 32 OJaHHAM KEepiBHUKA
KPHUMIHAABHOI ITOALLII.

ConiaAbHUI Ta HpPaBOBUH 3aXHUCT IIpa-
I[IBHUKIB KiOepIIOAINil, AK BHJA AEP>KaBHOTO
3aXMCTy, TMOBHHHHUH mepej6adynuTH CHCTEMY
IIPaBOBHX, MaTEPIAAbHUX, PIHAHCOBUX Ta CO-
I[IAaABHUX 3aX0J4iB 1moJo 3abe3redyeHH:A Ha-
A€KHUX YMOB IPOXO/KEHHS CAYKOH B Op-
raHax BHYTPINIHIX crpas, 3a6e3nedeHHs rij-
HUX YMOB ;KUTTsA HpPaIliBHUKIB KiOeproAinii
Ta YAEHIB IX POJHH, 3a1106IraHHA Ta 3aXHUCTY
Bl HECHPHUATAUBHUX YMOB 3JiHCHEHHS IIPO-
peciiiHOI AIAANBHOCTI.

Peanisamiio konnenmnii morpibHo mposo-
AWTH 32 HACTYITHUMHU €TaraMu:

1) yTBOpEHHA B CKAAJl KPUMIHAABHOI IO-
Almii HamionanpHOi moainii /enaprameHTy
KibeproAinii;

2) pospobAaenns Ta 3aTsepaxenns I[Toro-
KeHHs npo JenapTaMeHT KibepIIOAILil;

3) BUBYEHHA Ta BIPOBAAKEHHA IIO3H-
THBHOTO JOCBiZy PO3BHHYTHX €BPOIEHCHKUX
JA€p:KaB Ha HANPAMKY HpOTUAil Kibep3rouu-
HaM;

4) CTBOpEHHA HOBOI MO/JEAl perioHaAb-
HUX OICiB KiGePITOAIILii;

5) 3abe3reyeHHA CTAAOTO PYHKITIOHYBAH-
Ha /lemapraMeHTy Ta perioHaAbBHHX OQicCiB
KibeproAinii B crmiBpo6GITHHIITBI 3 BiAIOBIA-
HUMH MDKHApOJAHHMH IHCTHTYLISIMH Ta Ha-
I[IOHAABHHMH OpraHaMu HpoTtugii kibepsno-
YUHHOCTI PO3BUHYTHX /J€PsKaB CBITY.

BucaoBku

ITigcyMOBYIOYH, 3a3HAYMMO, ITIO 3aTaAbHE
KEPIBHHUIITBO Ta KOHTPOAB 3a ITPOIIECOM BH-
KOHAHHA KOHIENIii TOBUHHO 341HCHIOBATH-
csa MiHICTpOM BHYTPINIHIX CHpaB YKpaiHH.
OCHOBOIO AaAA KOHTPOAIO € KOHIIEHIisl ITPO
CTBOpPEHHA KibepmoAainii Ta mporpama ii pe-
anlzamii.
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