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CucreMHu BUSBIICHHSI MEPEXKEBUX BTOPTHEHD 1 BUSBIICHHS O3HAK KibepaTak Ha iHpopMaliiiHi cucTeMu
BXKE JIABHO 3aCTOCOBYIOTH SIK OJHMH i3 HEOOXiJHUX pYOeKiB 00OpOHH iH(pOpMALiHHUX CHCTEM.
CpOro/iHi CHCTEMH BUSBJICHHsI BTOPTHEHD 1 aTak — IIe 3a3BHYail MporpamMHi ado arnapaTHO-NMporpaMHi
pillIeHHs], SIKi aBTOMATU3YIOTh TIPOLIEC KOHTPOIIIO TOJiH, 110 BiJI0OYBarOThCs B iHOpMAIiiHIH cHcTeMI
abo0 Mepexi, a TAKOXK CaMOCTIHHO aHAI3yIOTh Il MOAIi B MOLIyKaX O3HaK MmpoosieM Oe3neku. OCKiIbKU
KUIBKICTh PI3HUX THIIB i CIIOCOOIB OpraHiallii HeCAaHKIIOHOBAHMX ITPOHUKHEHb Y UyXi Mepexi 3a
OCTaHHI POKM 3HayHO 3OUTbIIWIAcs, cuctemMu BusiBiaeHHs arak (CBA) cramm HeoOXigHuM
KOMIIOHEHTOM 1H(pacTpyKTypu Oe3leKH OUIBIIOCTI opraHizamiid. He3Bakaiouw Ha ICHYBaHHS
YHCJICHHUX METOIB BHUSBJICHHS aHOMAJIiH, iXHsA cllaOKa CTIHKiCTh, BIACYTHICTh BepHiKallil, Beluka
KUIBKICTh XMOHMX CIIpallbOBYBaHb, By3bKa CHELlali3allisi Ta JOCIITHUIBKHH XapakTep He NaloTh
3MOT'H IIMPOKO iX BUKOpUCTOBYBaTH. OJJHUM 13 HaWIOMMpeHimux THIiB atak € DDoS-aTaka — aTaka
TUIy “BiIMOBa B OOCIyroByBaHHI’, sIKa 3a JIOLIOMOrOI0 TIepepuBaHHS a0 NPHU3YIMHHEHHS
00CITyTOBYBaHHS XOCT-CEpBEpa POOUTH OHJIAMH-CEPBIC HETOCTYIIHUM JJIs KOPHCTYBadiB. Y CTaTTi
3aMpOIIOHOBAHO aHAJII3 TAKOI aTaKK, MOXJIMBICTG i1 BUSIBICHHS Ta peasti3arii.

Karwu4oBi ciaoBa: amaxa; ingopmayiiina cucmema; cepsep;, cucmema 6UABNIEHHS GMOPSHEHDb,
Mepedrca.
YK 004.056.4:18.08

1. Beryn

OcHoBHHM 3ac000M 3axucTy iH(popmamniiHux cuctem ta Mepex (IC) Bin iHdopmaliifHO-pyHHIBHUX
BIUIMBIB (BTpy4YaHb) y BUIISAI KibepHernuHux BroprHeHb (KB) € cucremu BusiBieHHS Ta/a00 3amo0iraHHs
BropraeHHsM (CBB/C3B), ocHOBHe 3aBIaHHS SIKMX 3BOAWTHCS JIO ONEpaTHUBHOI iX imeHTH]iKamii (BcTa-
HOBJICHHS BIATOBIIHOCTI MK 00’€KTOM 1 #oro ineHTHdikaTopoM (YHIKQILHUM aTpuOyTOM) Ta B ifeaib-
HOMY BHUIIAJKY IHII[IFOBaHHS €(PEKTUBHOIO 3aXMCHOI'O CIICHAPIIO IOAO0 HMPUIIMHEHHS (akTy MOPYIICHHS
KOH(IASHIIIMHOCTI, JOCTYIMHOCTI Ta LUIICHOCTI iH(opMaliifHuX pecypciB, cepriciB. [IpakTuka 3acTocy-
BanHs CBB chopmyBana npa Hanpsmu nporuaii KB: BusiBienns snomxuBanb (Misuse detection) Ta
BHsIBJICHHS aHoMauii (Anomaly detection).

Bci po3poOHHMKH cHcTeM BUSIBICHHS aTak 1 oOprasizamii, ski BHUKOpHUCTOBYIOTh CBA, moBUHHI
pO3yMiTH 1 BUBYATH iX KIacH}ikaiito, o0 BUOpAaTH HaMKpallli pillieHHs JUTsl CUCTEM 3aXHCTY iHpOpMAIlii.
3a yMOBM JOCTIIDKEHHS! Pi3HUX aCIEeKTiB TAKCOHOMII Ta 3aCTOCYBAHHS Pi3HUX BapiaHTIB MOXHA JOCATTH
BHIIOTO PiBHA Oe3neku iHpopMaiiiaux cucrem [1, 2].

BusiBiieHHST BTOPTHEHb € Ceporo aKTUBHUX JOCIHIPKEHb BXKE KiTbKa JIECATHIITh. ICHYe BenHka
KUIBKICTh PI3HUX METOMAIB 1 MiAXOMIB JUIsl BUSABJICHHS BiIJaJICHUX MeEpeKeBUX aTak. Jlns 3axucry
iHpOpMAIiItHOT CHCTEMH BHUKOPHCTOBYIOTh TaKi HAWMOIIMpPEHilli 3aco0M 1 METOIU: MOJNITHKa Oe3neKu
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KOpPIIOPAaTHBHOI MEpexi; MKMEPEKEBI €KpaHU; 3aXUCT Ha PiBHI MapIIPYTH3aTOPIB; MEPEKEBHH AyIIHT;
CHCTEMH BHUSIBJICHHS BTOPTHEHbB; PETJIAMEHT pearyBaHHs Ha BUSIBJICHI aTaku.

ChoroziHi BUpIIICHHS MUTaHb 3a0e3TneueHHs Oe3neky B iHQOpMAIIfHUX CHCTEeMax Ta YIpaBIiHHSI
CTaHOM IX 3aXHIIEHOCTI BHCBITJIEHO B po0OOTax BITYM3HSHMX Ta 3aKOPJOHHHUX JOCTIJIHUKIB, a CaMme:
B. JI. Bypsaka, C. C. byuuka, C. O. I'natioka, B. b. lynukesuda, C. I1. €Bceepa, C. B. Kazmupuyk, O.T.
Kopuenko, O. O. Ky3nenoga, 1. FO. Cy06aua, B. O. Xopomiko, T. Ptaceka, G. Elmasry, P. Albers, O. Camp
Ta IHIIIHX.

CroroaHi i 3axucty iHpopmaiii moTpidHO HE MPOCTO PO3POOUTH NPUBATHI MEXaHI3MH 3aXHUCTY, a
peaizyBaTH CUCTEMHHMH IIAXIJ, IO OXOILIIE KOMIUIEKC B3a€MOIIOB’SI3aHUX 3aXOMiB. ['0JIOBHOK METOIO
Oymp-sikoi cucreMu 3a0e3rneueHHs iHQOpMAIiiiHOT Oe3neKn € CTBOPEHHS YMOB (YHKI[IOHYBaHHS
MIJANPUEMCTBA, 3aro0iraHHs Kidep3arpo3aM Horo 0e3MmeKH, 3aXUCT 3aKOHHUX IHTEPECIB MiIIPHUEMCTBA Bij
MPOTUIIPABHUX MOCSATaHb, HEMOMYIIEHHS PO3KpalaHHs (iHaHCOBUX 3aC00iB, PO3TONIONICHHS, BTPATH, BUTO-
Ky, CIIOTBOPEHHS 1 3HUILEHHS CITY>KO00BO1 iH(opMallii, 3a0e3medeHHs IbOro B MeXax JisUIbHOCTI YCTaHOBH.
Bci 11i muTaHHS JOBOJII A€TAIBHO PO3KPUTO B [3, 4].

Cucremu BUSIBIICHHS MEpPEKEBUX BTOPTHEHb 1 BHSBICHHS O3HaK Kibeparak Ha iHQopmarliiHi
CHCTEMH B)KE JJaBHO 3aCTOCOBYIOTH SIK OJIMH i3 HEOOXiTHHX pyOexiB 00OpoHU iH(OPMALIHHUX CHCTEM.
Po3poOuuKEM cucreM 3axucTy iH(popMallii Ta KOHCYIBTaHTH B Il Tally3i aKTUBHO BUKOPHCTOBYIOTH TaKi
MOHSATTS, SIK 3aXHCT M0 MEPUMETPY, CTalliOHAPHHUH 1 JUHAMIYHUN 3aXHCT, MPOMOHYIOTh BIACHI TEPMiHH,
HaIPHUKIIAJ, MPOAKTHBHI 3ac00H 3axucTy [5].

ChorosiHi cucTeMH BHSIBIICHHSI BTOPTHEHb 1 aTak — I1e 3a3BU4ail mporpamHi abo arapaTHO-IIPOTrpaMHi
pillieHHs, SKI aBTOMATHU3YIOTh MPOLIEC KOHTPOIIO MO/, IO BiIOYBalOThes B iHpOpMaIiliHii cucTemi abo
MEpEexXi, a TaKOK CaMOCTIHHO aHaI3ylTh I MHOAIl B MOIIyKax O3HAaK mpobieM Oesmeku. OCKUIbKU
KUTBKICTh PI3HUX THIIIB 1 cITOCOOIB opraHizallii HeCaHKI[IOHOBaHUX NMPOHUKHEHB y Uy)Ki MEepexi 3a OCTaHHi
pOKM 3HauHO 30impmmiacs, cucteMd BusBleHHs arak (CBA) cramu HEOOXiIHUM KOMITOHEHTOM
iHpacTpyKTypH Oe3rmekn OLIBIIOCTI opraHizalii [6].

B3arani kaky4u, CydacHI CUCTEMHU BHSBIICHHS BTOPTHEHB 1 aTak INE JajeKi BiJ €ProOHOMIYHMX 1
eeKTUBHUX 13 morsAay Oesneku pimieHb. [ligBuineHHs eDEKTHBHOCTI kK HEOOXiIHE HE TUIBKU 3aiJis
BUSIBIICHHSI 3JIOBMUCHHX JIill Ha iHQPACTPYKTYpY 3aXHINEHHX 00 €KTIB iH(pOpMaTH3allii, aje 1 3 Morisiay
MOBCSIKACHHOT eKCIUIyaTallil I[MX 3aco0iB, a TaKOK CKOHOMII OOYHMCIIIOBAJIbHUX Ta IH(MOPMALIHHHX
peCypCiB BIACHUKA CUCTEMH 3aXHCTY.

Cuenapiii ataku —1ie rpad mepexoiiB, aHAIOTIUYHUI rpady KiHIIEBOrO JIETEPMIHOBAHOTO aBTOMATA.
A ¢da3u atak MOXXHA ONKCATH, HAMPHKIAJ, TaK: BUIPOOYBAaHHS TOPTIB; iNeHTHU}IKAIS MPOrpaMHUX i
amapaTHUX 3aco0iB; 30MpaHHsI OaHepiB; 3aCTOCYBaHHS €KCIIOMTIB; Jle30opraHizamis QyHKI[ioHAIa MepeKi
3a JIOIIOMOTOI0 aTaK Ha BiIMOBY B OOCITYrOBYBaHHI; YIIpaBNiHHS 4Yepe3 OCKIOpH; MONIYK BCTAHOBJIEHHX
TPOSIHIB; MOIIYK MPOKCi-CepBEPiB; BUIAICHHS CIiJIB IPUCYTHOCTI TOIIIO.

[lepeBarn Takoro MiAXOAYy OYEBHIHI — y pasi pPO3AUILHOrO OOPOOJEHHS PI3HHX ETamiB aTakH
3’SIBJISIETHCSL MOMKJIMBICTh PO3ITI3HABATH 3arpo3y Iie B MpoIieci ii miAroToBKY i GOpMyBaHHs, a HEe Ha CTaJil
ii peamizallii, Sk e BiIOYBaEThCS B HAasIBHMX CHCTeMaX. EjeMEeHTHOI0 0a3010 Ui PO3Mi3HABAHHS MOXKE
OyTH SIK CHUTHATYpPHUH TIONMIYK, TaK 1 BUSBJICHHS aHOMallili, BUKOPHCTAHHs EKCIIEPTHUX METOJIB Ta
IHTENEeKTyalIbHUX CHCTEM, JOBIPYMX CTOCYHKIB Ta iHIIMX iH(QOpMamiiHUX, BXKE BIIOMUX 1 peali3oBaHUX,
MEPEKEBUX 1 JIOKATBHUX MIPUMITHBIB OI[IHIOBAHHS TOTO, IO BiIOYyBa€ThCs B iHQOpMAIIHHOMY cepeOBHUIII
MOTOKY TOJii. Y3aranbHIOBAJBLHUI MiAXIiA A0 aHAI3y Aa€ 3MOI'y BH3HA4YaTH BIANOBIAHO W PO3MOILICHI
3arposu, SK y JIO'YHOMY, TaK 1 y (Pi3MYHOMY MPOCTOpi. 3arajbHa cxema 00poOICHHS BXIHHUX MOMIH TaKOX
YMOXKITHBITIOE TIOMIYK PO3MOAUICHHX aTak 3a JOMOMOT'O0 MOAAJIbIIOI arperamii TaHuX i3 pi3HUX JDKepen i
KOHCTPYIOBaHHS METaJaHHUX MPO BiaoMi iHIuAeHTH. CUCTEMH BUSABJCHHS aTak, SK 1 OUTBLIICTh CydaCHUX
MPOrpaMHUX IPOAYKTIB, MOBUHHI 3a0BOJLHATH IeBHI BUMOrH. Lle i cy4acHi TeXHOJIOTIT po3po0JIeHHS, 1
OpiEHTYBaHHS Ha OCOOJIMBOCTI CydacHHX iH(QOpMAamiiHUX Mepex, i CYyMICHICTh 3 iHIIMMH HpPOrpaMaMH.
{06 3po3yMiTH, SK MpaBHIBbHO BUKOpUCTOBYBaTH CBA, MOTpiOHO YITKO YSABISATH, SIK BOHU TPAIIOIOTH i
K1 X Bpa3nuei micus [7].
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Pe3ynbraTi MOpIBHAIBHOTO aHaJIi3y METO/IB BUSBIICHHS KiOepaTak MOKa3yIOTh, IO IS OLTBIIOCTI
MOBEIIHKOBUX METO/IIB XapaKTePHUM HENONIKOM € ciabka Bepu(ikoBaHICTh Ta CTIMKICTh. 3 iHIIOTO OOKY,
OCHOBHOIO iX MEpeBarol0 € aJanTHUBHICTb Ta 3JaTHICTh BUSBIIATH paHilie He Bimomi aTaku. OCHOBHUM
HEIOJIKOM METOMIB Ha OCHOBI 3HaHb € cja0ka iX aJanTHUBHICTh IO BUSABJICHHS IlI¢ HE KIacu(]iKOBaHUX
kibepaTtak, a OinbimicTe MeTofiB A/l cnaboBepudikoBani. [IpoTe cepen HUX MOXKHA BHIUIUTH METOAH, SIKi
MOKa3alld HaWMOBHINIYy BiANOBIAHICTh 33/JIaHUM KpPUTEPisM aHai3y, € OJHOYACHO BepU(iKOBAHHMH,
aJalTHBHUMH Ta CTIHKUMH: €KCIIEPTHI CHCTEMH Ta METOJIM HA OCHOB1 HEYITKOT JIOTIKH.

Pesynbrati nocnimpkeHb HaBeneHO B TaOn. 1, me H — crmocTepexxeHHs Ha piBHI By3na; N —
CIIOCTEpEKEHHS Ha piBHI MepexkeBoi B3aeMoil; HG — criocTepekeHHs Ha PI3HUX PIBHSIX.

Tabruys 1
PesynbraTn ananizy MeToiB BUSIBJIEHHS KidepaTak
Awnomanii/ . . . - O6uncnroBanbHa
BepudikoBanicts | AgantusHicts | CTilKicTh .
3IIOBKHBaHHS CKJIafHICTh

CurHarypHHU# aHami3 -+ + - + In(n)
Amnauni3 cucreMm cradis -+ + - + > Q(n)
I'padu cueHapiiB atak -+ + + + NP
Metonu Ha cnenudikarisx -+ + = - In(n)
MeTonu Ha cruiaifHax -+ - + - > O(n)
ExcrepTHi cucteMu it 4 aE + NP
Mepexi [Merpi -/+ + - + NP
TeHeTHyHi aNTOpPHTMH +/+ - + + In(n)
Heliponrni Mepexi +/+ - + - > O(n)
IMyHHI Mepesxi +/+ - + - > O(n)
Heuitka sorika SHAE + + 4 > O(n)
MeToz OOPHUX BEKTOPIiB +/+ - + - In(n)
Jlepesa pimeHb +/+ + - - NP
Mepexi baeca +/+ - + + > O(n)
Poesi anroputmMu +/+ + + - P
Perpeciitauii anai3 ++ - + = P
Crarn4Huii aHami3 +/- - + - > O(n)
BeiiBner-ananis +/- - + = NP
KiacrepHuit aHami3 +/+ - + - > O(n)
CrexTpanbHUH aHami3 +/- - + - NP
DpakranpHuil aHami3 +/- - + - > Q(n)
Amnani3 eHTpomii +/- + + - > O(n)
Biomerpis noBegiHKu +/- - + - > O(n)

Amnamiz Bimommx wmeromiB i CBB nmae mimcraBu 3poOuMTH BUCHOBOK mpo BiacytHicTh CBB,
aJIalITHBHOI /10 HeBijoMux Kibepatak. Lli mporpaMHi pimeHHs] BAKOPUCTOBYIOTH Ha 0a30BOMY piBHI Ty YH
HIIy peai3aiilo CUTHATYPHOI'O METONly BHSIBIICHHS (3armo0iranHs) BTOPTHEHb. Peamizamii Bipi3HSIIOTHCS
pIBHEM pO3IJISAY CHCTEMH, al()aBiTOM CHUTHATYp, CTPYKTYPOIO, apXiTEKTYpow 1 CIocoOOM MOo0YI0BH
CHTHATYpP — BiJI TPOCTOI'0 TIONIYKY JI0 TIOBHOI[IHHOT peati3alii perysipHiX BUpa3iB 3a 3a/IaHuM andaBiToM.

Xo04 METOMIB BHUSBJICHHS aHOMATid 4MMallo, Yepe3 HHU3bKY CTiHKICTh, BIICYTHICTH BepUdiKallii,
BEIIMKY KUIbKICTh XWOHHX CHpalboBYBaHb, BY3bKY CIICIiali3allif0 Ta JOCHIIHWUIBKUN XapakTep iX
HEMOXKJTBO ITUPOKO BUKOPHCTOBYBATH.

OpuuM 13 HalinomwmpeHimux TumiB atak € DDoS-ataka — 1ie aTtaka TUIy “BimMoBa B 00CIyro-
BYBaHHI”, sIKa 3a JIOIIOMOTOI0 IepepHBaHHs ab0 MPU3YNUHEHHS OOCIYyrOBYBaHHS XOCT-CepBepa pOOHTH
OHJTal{H-CEpBiC HEMOCTYIMHUM Ui KopHucTyBadiB. CyTh y ToMy, 1m0 DD0S BHKOPHCTOBYE MiqKIIIOYEHI 10
IHTEepHETY MpHCTPOi, o0 mpuBecTH WKiAMUBUN Tpadik. Mixk DDoS ta DoS. DDoS icHye BiAMIHHICTS.
DoS. DDoS — posmnoaiieHa ataka 3 6araTbox Jpkepen, a DoS — 3 ogHoro mkepena (puc. 1).
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Xaxkep Lentp ynpasiiHHs : Cepsep- KepTBa
OOHETOM _

Kowmrmotepu-30m0i

Puc. 1 Cxema DoS amaxu

HatiBigomiumu pisHoBuaamu DoS atak € taki: Flood, ICMP flood, Identification flood, TCP SYN
flood, Ping of Death, Tribe Flood Network, Trinco, Stacheldracht, Trinity Ta 6arato inmmx. Cepea HUX
suire ataky TCP SYN flood, 1110 mossirae y HajcuiiaHHI BEJIMKOT KUTBKOCTI 3anUTIB Ha iHimiamizaiito TCP-
3’€lHaHb 3 BY3JIOM-MIIICHHIO, SIKOMY B PE3yJbTaTi JTOBOAMTHCS BUTpAYaTH BCi CBOi pecypcH Ha Te, 1100
BIICTKYBYBATH I[i YaCTKOBO BIIKPHUTI 3 €IHaHHS, (paxiBlli BBaXKalOTh HahedekTHBHIOM. lle HaiBimo0-
Mimuil croci® mepenoBHeHHs iH(popMamiiHoro kaHamy SYN-makeramu, BHACIHIOK SIKOTO CEpBEp HeE
BiAmoBifae Ha 3anuti kopuctysauiB. [1ix yac Flood (“3atomnenns™) Ta ICMP flood (flood ping — “norik
MiHTIB”) aTak Ha CHUCTEMY HAJCHJIAE€ThCS BIMMOBiAHO Benwka Kimbkicth ICMP (Haituacrimme) abo UDP-
MAKETiB, K1 He HeCYTh KOpHCHOI iHdopMarlii Ta Tak 3BannX exo-3anutiB ICMP (mminr cucremu). Hacmigok
OT0 — 3MCHIICHHS TEPENyCKHOI CMYrd KaHaly, HE3HauHe 3aBaHTAXXCHHS KOMIT IOTEPHOI CHUCTEMH
aHaII30M “‘CMITTA”, 110 HAAIWIUIO, Ta TEHEpalliel0 BianoBiael Ha Hboro (moBigkoBo: ICMP-nmakeru cuc-
TeMa He aHaJTi3ye 3a 3aMOBUYBaHHSIM, a BITIOBi/II HA HUX He 3aiiMatoTh Oarato CPU-time).

Posnoninena DDoS-ataka (Distributed Denial of Service) — me migrun DoS-ataku, mo 3mitic-
HIOETHCSI OJJHOYACHO 3 BENMKOI KiIbKoCTi IP-afpec (koMi’roTepiB) Ha cucTeMy 00’€KTa aTakd Ta Mae€ 3a
METy 3pOOUTH MEpeXy HEeIOCTYITHOI JJIsi 3BUYaiHOTr0 BUKOPUCTaHHS. /I 1[bOrO CTBOPIOIOTH TaK 3BaHi
OotHetn (iHakmie — GoT-mMepexki abo 30MOi-Mepexi) 13 rpynH 3apakeHHX HIKIUIMBUMHU TpOrpaMaMH
KOMII'FOTEpIB, SKi OJHOYACHO HAJCWJIAIOTh 3alMTH J0 PECYPCY, SKUH aTakyloTh. Y Pe3yjbTaTi cepBep HE
CTIPaBIISIEThCS 13 HABAHTAXKEHHSM, 1 JOCTYI JI0 aTaKOBaHOTO PECypCy YCKIQJHIOEThCS abo B3araji crae
HEMO>KJTUBHUM.

CyuacHi 3aco0u 3axucty Big DDoS-aTak 1al0Th MOXJIMBICTh 3 BUCOKUM CTYICHEM €(eKTHBHOCTI
BUSIBUTH aTaKy ¥ 3MEHIIUTH 30UTKH, 3aBJlaHi pecypcaM Oreparopis i iXHiX KII€HTIB, a00 3100 TH [[LOMY.
Humni, manpuknan, komnanis “NVisionGroup” mponoHye KOMILIEKCHE pillleHHs Ui 3axucty Big DDoS-
atak Ha ocHoBi TexHojorii Cisco Clean Pipes, mo 3abe3neuye ornepaTtuBHy peakiito Ha DDoS-atakw,
JIETKO MacmTabyeThcs, Ma€ BUCOKY HaJiiHICTh 1 mBHAKoi0. TexHomnoris Cisco Clean Pipes mpumyckae
Bukopucranus moayniB Cisco Anomaly Detector i Cisco Guard, a Takox pi3HiI CUCTEMH CTATHCTUYHOTO
aHali3y MepekeBoro Tpadika, OCHOBaHI Ha JIaHHMX, OJEPXKYBAaHHX i3 MapIIpPyTH3aTOPIiB 3a MPOTOKOJIOM
Cisco Netflow. I[Ipu ibomy Anomaly Detector i cucTeMu CTaTUCTHYHOTO aHai3y Tpadiky BUCTYMAIOTh K
cucremu BussieHHS DDoS-arak, a Cisco Guard — sik 3aci® mpoTuii B>ke BUSABJICHIN aTalfi.

€ mijcTaBM CTBEP/UKYBaTH, MO MO30YTHCS JIECTPYKTUBHOIO BIUIMBY KiOepaTak HHUHI MPaKTUYHO
HeMOxHBO. OJHAK 3allPOIIOHOBAHO IIEBHI 3arajbHi CIIOCOOM I ITOCIA0JICHHS IXHIX HEraTHBHUX
HacIiIKiB. BOHH TPpYHTYIOTBCS MepeyciM Ha BUBYCHHI CIIAOKHX MICIh MPUKIAJHAX MPOTrpaM 3a JaHHUMH
kopriopauid Bugtrad (http://www.securityfocus.com) 1 CERT (http.//www.cert.com); 3aCTOCyBaHHi, KpiM
CHCTEMHOT0 aJIMiHICTpYBaHHS crcTeM po3mizHaBaHHs aTak (IDS TexHomorii), 101aTKOBOTO MPOrpaMHOTO
3abesneuenHs (I13), mo gacTh MOKITMBICTH BiACTEKYBATH BCi IMMAKETH, SIKi MPOXOJATh Yepe3 BU3HAUCHHH
MepeXeBUI THTEepdeic; aHami3yBaHHI CIIEiaTbHUX aHATITUYHUX JOJATKIB 13 BUKOPUCTAHHSIM JIOT(aiiiB
orepamlifHNX CHUCTEM Ta MEPEeXEBHX JIOrQaillliB; 3acTOCYBaHHI EBPHUCTHYHHUX MEXaHI3MIB 3axXUCTY,
AHTUBIPYCHHUX MPOTpam Ta MepcoHanbHoro Firewall Tomo.
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Peanmizyroun DoS-aTaku, 10 BHKOPHUCTOBYIOTH HEIOCTATHIO KUIBKICTH PECYpCIB CHUCTEMH, 37I0-
BMHCHHK HaMaraeThcs 3aXOMUTH TaKi CHCTEMHI pecypcH, sIK OnepaThBHA 1 Gi3uyHa 1am’STh, IPOIICCOPHHH
yac Tomo. SIK mpaBWJIO, TaKi aTaKd MPOBOIATHCS, SIKIIO 3JIOBMHUCHUK B)KE BOJIOJIE TIEBHOIO KUIBKICTIO
pecypciB.

Meroro aTtakd € 3aXOIJICHHS JOJAaTKOBHX pECypciB. 3JIOBMHCHHK HaMara€TbCcs MaKCUMAalbHO
HABAaHTaXUTH [EHTPaJbHUN MpOILECOpP CepBepa, 3allOBHUTH YCIO BUIbHY OINEpaTHBHY abo ¢i3udHy
nam’aTh, BHACIIZIOK YOI0 BHHHKA€E BiiMOBa B 0OCIyroByBaHHI. Hibkde BUCBITIEHO CriocoOM peanizallii
I[LOTO BUJIy aTak.

CrporonHi HaieheKTUBHIIIMMH € MOBUIbHI D0S-aTaku, siKi BaKKO BUSBUTH. MOXKIIUBICTD peaizallii
Takoi aTakd 3yMOBJIEHa 0COOJUBOCTAMH poboTu mpotokoidy TCP, a came MexaHi3My TalM-ayTy Ta
MOBTOPHOTO TepeaaBaHHs makera. Llell MexaHi3M Tpalloe Tak: Micis BiAIpaBiICHHS IMaKeTa OYiKYEThCs
MaKeT-BiAMOBIAb poTsroM inTepBany yacy RTO (Retransmission TimeOut). SIkio maker-BianoBias HE
MPHUXOAUTH YIIPOAOBXK I[LOTO IHTEPBAIY 4Yacy, MakeT NmepefacThes moBTOpHO, a RTO 30inbmyeThest y nBa
pasu. SIKIo 3HOBY MaKeT-BiANOBiIb HE MPUXOAUTH YIIPOAOBXK iHTepBany yacy RTO, e pa3 BUKOHYEThCS
noBTopHe mepenaBanHs, a RTO 30imbimyeThes e yaBivi, i Tak gaii. Lo ocoOnMBicTh BHKOPHUCTOBYE
3JI0BMUCHHK JUTsl peastizalii araku. BiH Bignpasise iMiyiabe Tpadiky B HEOOXiJHHII MOMEHT 4Yacy, a caMe B
kinmi intepBany RTO. Bracminok 1poro kaHai 3B’S3Ky MEPENOBHIOETHCS B MOMCHT, KOIH OYIKYFOTHCS
MMaKeTU-BIAMOBII, iX HE OTPUMYIOTh, a iHTepBas Yacy RTO 30uibinyeThest B ABa pasu. Jlaji 3JIOBMHUCHHK
MOBTOPIO€E CBOT Ail. [TakeTH-BiANOBIAI 3HOBY HE OEPKYIOTh. Hacigok 11b0ro — cTilika Hempale3aaTHICTh
CHCTEMH 1 BiJIMOBa B 00CITyrOBYBaHHI JICTITAMHHUX KOPUCTYBAYiB.

[Moku mo He icHye eeKTHBHHX 3aco0iB BUSBICHHS Ta 3aXUCTy Bij nmoBinbHUX DDoS-atak. Tomy
po3pobnenns merony mnportuaii DDoS-aTakam, MmO peami3yloThCs TEPEMOBHEHHSM KaHATy 3B SI3KY,
0COOJIMBO MOBUTBHUM, € aKTyaJTbHUM HayKOBO-TIPUKIIATHAM 3aBJaHHSM [9].

Hnst 6oporsbu i3 DDoS-arakamu, 1o HalliJieHI Ha TEpPElOBHEHHS KaHally 3B’S3Ky Ha BChOMY
4acoOBOMY IHTEpBaJi, iCHye METOJ, IO MOoJisirae y 30MpaHHi IMiJ] BIUIMBOM aTaKH CTATHCTHYHHX JaHUX TPO
BXiHMH TpaQik, 110 Ja€ MiACTaBU IS BUCHOBKY MpO ii HASBHICTh 3 JOCTaTHHOK HWMOBIPHICTIO TUIbKU
micnst 37-1 ceKyHau Big moyatky (puc. 2). s 61okyBaHHS aTaKk BUKOPUCTOBYETHCS PO3MOLICHA Mepexa
neHTpiB Qinprpamii (puc. 3), Mo 3BUIBHSAIOTH KaHAJ 3B’S13KY cepBepa BiJ| MIKIATHBOTrO Tpadiky.

Jnst BUSBICHHS aTakd OYIKYIOTh IOCTIIOBHICTh MiKiB Tpadiky, SKi Hajgali MOPIBHIOOTH i3
mabsoHamu, 1110 3aiiMae 45 c¢. [icns BUSABICHHS PO3MIOYMHAETHCS MPOIleC OJOKYBaHHS aTaKH 13 BiIKUIaH-
HSIM HAMIHTEHCUBHIIIOr0 MOTOKY TpadiKy B pa3i 3aBaHTaKEHOCTi KaHaIy 3B’s3Ky MeHIIe Hix Ha 65 %. B
THIIOMY BUTAJKY BUKOHYETBCS 3MiHa MPOTOKOJIBHHUX XapaKTEPUCTHUK.

OT1xe, icHye AekiIbka MeToaiB nmpotuaii DDoS-arakaM i o1MH METOA MPOTHIT MOBUILHUM aTaKaM.
OcraHHiil ae 3MOTy BHSBHTH TOBUIbHY aTaky uepe3 45 ¢ Bijg ii modarky, IO € JIOCTaTHbO TPUBAIHM
iHTepBasioM 4acy. ToMmy HEOOXiTHO TOKpamuTd el meron. [Hmi meroam mnporuaii DDoS-arakam
OCHOBaHI Ha OpraHi3allifiHMX 3ax0jaX, Ha HapOI[yBaHHI peCypciB a00 PO3IIICHHI KOMIIOHEHTIB CHCTEMHU
Ha 30BHIIIHI Ta BHYTPIIIHI, III0 HE Ja€ TapaHTOBAHOI'O 3aXHUCTy, OCOOJIMBO 3a aTaKh BHCOKOI
THTEHCHBHOCTI.

XapeKTepHOI 0COOIUBICTTIO MOBUTbHUX DOS-aTak € eKCIOHEHI[IaIbHe 3MEHIIICHHS IHTEHCHBHOCTI
aTakd 3aJieKHO Bij iHTepBany 4dacy. CyMapHa MBHJIKICTh aTakd B JECATKH pa3iB MEHINA, HDK PO3IO-
nineanx DOS-artak, 10 yCKIaIHIOE iX BUSBICHHS HASBHUMH allapaTHUMH Ta MPOrPaMHUMH 3aCO0aMHU.

3 BUIIEBKA3aHOI'0 BWILIMBAE, 10 MiHIMajgbHA IIBUAKICTH Takux DOS-aTak BH3HAYA€THCS pPO3pa-
XYHKOBHMH TIapaMeTpaMu 3HAueHHs MIKa 4Yacy IOBTOpHOro mnepeaaBaHHs. [lIBuIKicTh Moxke OyTH
30ibIlIeHa, OMHAK Y TaKOMY pa3i IMiJBHILYETHCS BIPOTITHICTh BUSABJCHHS TaKWX aTak BIAIITOBAHUMH
MexaHi3MaMy MapHIpyTH3aTOPiB.

3Bakarouy Ha 3a3HAYCHE BHIIE, BAXKIMUBY pojb SIK y 3iilicHeHHI nmoBinbHOI DOS-aTaku, Tak i B ii
BHSIBJICHHI BiJirpae 4Yac 3aTPUMKU IOBTOPHOTO IepemaBaHHs. Haganmi po3paxyHKOBI MPOMDKKH 4Yacy
3aTPUMOK IIOBTOPHOTO NepeIaBaHHs HAa3UBATHMEMO ETaIOHHUMHU MTPOMIDKKAMH Yacy BUSBIICHHS, OCKLIBKH
BUPIIIYETHCS 3aBJAHHS CaMe BUSBIICHHSI.

Information and communication technologies, electronic engineering, Vol. 1, No. 2, pp. 19-31 (2021)
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Puc. 3 IIpoepamuo-anapamuuii komniexc 610Kyeanna DDoS-amaxu

Jns nporuaii nopinbHuM DDoS-atakaM iCHye MeTo/1, BitoOpaskeHui Ha puc. 4.

Konrpons N OTpUMaHHA NOCIi JOBHOCTEH N 3unTyBaHH 3 N TopiBHSHHS 3 N OTpUMaHHS JaHHX TIPO Ilepenaua
3aBaHTAKCHHS TiKiB aTaku 0a3u maloHiB wabnoHaMu HasBHICTh aTaKn YNpaBiHHS

45 cexyHn

Puc. 4. Ilpoepammno-anapammnuti komnuexc 610xkyeanus DDoS-amaxu

I3 ypaxyBanusam crnenugiku moBitbHoT DOS-ataku Ta crnenudiku ctanaapty RFC 739, He Gepyun
JI0 yBaru 3aTPUMOK y KaHaji 3B’S3Ky Ta MAacKyBaJbHHX BIUTMBIB Ha MPOBEICHHS aTakd, PO3PaxyeEMO
STaJIOHHI TPOMDKKH Yacy 3aTPUMOK ITOBTOPHOT'O MepeIaBaHH.

Po3paxyemMo iHTepBalii Yacy MiX JOCSITHEHHSIM KOYKHOTO 3 IiKIB aTaKH:

D=T, T, (1)
ne D — iurepBan wacy, I — TpaHWYHE 3HAYCHHS 3aKiHUYCHHS iHTEpPBaJly NMOBTOPHOTO IepeaaBaHHS.

PesynbraTu nogano y tabi. 2.
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3HaueHHs, HaBeleHl B Tabd. 2, BKa3ylOTh Ha Te€, IO Y BUMAJKy BUHUKHEHHs TEPIIOrO ITiKa Ha-
BaHTa)KEHHS JUIsl YCiX MOTOKIB JaHWX MAKETH HE OTPUMAIOTHh IMiJTBEP/UKEHHS MPO JOCTABKY, BUHHKHE
TalM-ayT 1 BOHU OyAyTh OYiKYBaTH MOBTOPHOTO MepeiaBaHHS YIPOAOBXK TPUBAIOCTI iHTepBay D, 10
HACTaHHS TIOPOTOBOTO 3HAYEHHS 3aKiHYeHHs iHTepBanmy. [licins JOCATHEHHS IOBTOPHOTO TIiKa
HABaHTa)XEHHS HEOOXIHO TMepelTH 10 HACTYMHOro IHTEpBajy, SKIIO X HOro He JOCATHYTO, MPOTOKOI
TCP noBepTaeTscst 10 poboTH 32 yacoBoto mmkanow RTT.

B pesynbrari Bi3bMEMO OTpUMaHi 3HAYEHHS 3a €TAJIOHHI, 100 PO3paxyBaTH, SIK BUSBUTH (QaxT
BILIMBY 3acobamu moBibHOT DOS-araku Ha iHpopMaIiiiHuii cepBep.

3a BiJICYyTHOCTI MAacKyBaJbHUX BIUIMBIB 3 OOKY JDKepela aTakd, B iJealbHOMY BHIAJKy 3a
BIZICYTHOCTI OyIlb-sIKMX 3aTPUMOK Yy KaHaii 3B’s3Ky, noButbHAa DOS-ataka BHIIISgaTUMe Tak: y BKaszaHi
CTAJIOHHI iHTepBaNIM 4acy (pSaoK 2 Taly. 2) cepBep OTpUMAE MKW HABAHTAXKEHHS, IO MPUBOJUTH 0
CHHXPOHI3allil MIOTOKIB Ta 3HAYHUX BTPAT MPOMYCKHOI 37aTHOCTI. TOOTO 3I0BMHCHUK, CTBOPIOIOYH TIepe-
001 B KaHajl 3B 3Ky 3 HU3bKOI IHTCHCHBHICTIO, K4 3MCHIIYETHCS 32 E€KCIIOHEHIIIATBHOI 3aJICKHICTIO,
JIOCSITA€ TOTO, 1110 CEPBEP Ja€ TaliM-ayT yCiM IMOTOKaM.

B TakoMy pa3i JOCTaTHIM CIOCOOOM Jjisi BHUSBJCHHS TAaKUX BIUIMBIB € CITIBBIIHOIICHHS MIiX
JOCSITHYTUMH TTIKAMU aTaKd Ta €TAJIOHHUMH 3HAUCHHSMHE. AJle 3 00Ky JKepernia aTaku YHEMOXKITHBITIOEThCS
MpocTa BiJIMOBIHICTh €TAJIOHHUM 3HAYCHHSIM YaciB OTPHUMAHHS IiKiB 3aBaHTAXECHHS. 3aTPUMKH B KaHai
3B’SI3Ky NPHU3BEAYTh A0 HE3HAYHUX BIAXWICHb BiJ CTAJIOHHMX 3Ha4YeHb. MacKyBajbHI BILUIUBH 3 OOKY
JDKepena aTakd MOXYTh IPH3BECTH J0 ICTOTHHX BIIXWJICHb BiJl €TAJIOHHMX 3HA4YCHb, IO HEOOXITHO
BpaxoBYBaTH i 4ac BHUsBICHHs NoBUTBHUX DOS-aTak.

Tabruys 2

3HavYeHHA MiXk iHTepBaTaMi OTPUMAHHS NMIKiB 3aBaHTAKEeHHA

3HaveHHs Yacy 3TiJHO 3 HOMEPOM IHTepBaIy
Howmep inrepBany 0 1 2 3 4 5
I'pannyHi 3Ha4YeHHs 3aKiH4YeHHs iHTepBany | |1 3 9 27 81 243
TpuBaunicts iHTEpBaITY 2 6 18 54 162

MackyBaJbHi BIUIMBH MOXXYTh TPOSIBIISITHCH Y BUTTISII 3aCTOCYBAHHS PI3HUX 3aKOHIB 3MiHEHHS 4acy
BIUIMBY Ha CepBEp JUIsi CTBOPEHHS KOpOTKowacHUX mepeOoiB. Illo wactimi mepeboi Ha cepBepi, TO
e(peKTUBHIIIOIO CcTae aTaka, aje THM CaMHM IEpPETBOPIOEThCA Ha posmnoniieny DOS-araky, a BiimoBigHO
npocrinie 11 BUSABUTH Ta 3aro0irty iii. HaBaHTa)xeHHS Ha cepBep € BUIIAJIKOBOIO BETMYMHOIO, 8 3HAYCHHS
HABaHTa)XEHHS Y 3aJIaHAH MOMEHT 4acy — 3HAUCHHIM BUIIaIKOBOT BEJTHYNHH.

HeoOxigHo oTpuMaty rpadik 3aJIeKHOCTI 3aBaHTaXEHHS Bl 4acy (pHC. 5), M0 MOKa3ye 3HaYeHHS
BUIIQ/IKOBOI BEJMYWHM, SIKUX HaOyBae 3aBaHTaXKeHHS cepBepa. JlaHi omepkaHo B pe3ynbTaTi Moje-
JIIOBaHHS, BUKOHAHOTO METOJIOM 3amucy iHdopMallii Mpo 3aBaHTaKEHHS CepBepa Ha peallbHOMY 00’ €KTi
npukiagHoi nporpamu Wireshark. Ile mporpamue 3a0e3rneueHHS Ja€ 3MOry 3AIMCHIOBATH MEPEKCBHIM
aHami3 Tpadiky JUIs MEpeXOIUICHHS Ta MOJAIBIIOr0 aHami3y ado TUTbKH aHali3y MEpexeBOoro tpadiky,
MPHU3HAYCHOTO JUTS IHIINX BY3JIB.

B Takomy BUMNaaKy JpKepeno atakd MOBHHHO 3pOOMTH CBOI Jii HaifHenmepenOaudyBaHIIIMMH, HE
BUXOJSYM 332 MEXKI €TaJOHHOrO 3Ha4yeHHsS MOPOrOBOrO piBHS 3aKiHUeHHs iHTepBanmy. Lle moximBo 3a
YMOBHU BUKOPHCTaHHS PIBHOMIPHOI'O 3aKOHY PO3MOIiTY, TOOTO, MaCKYIOUH BIIACHI Aii i3 GpopMyBaHHS Ta
HAJICWJIaHHS YeproBOro IiKa HaBAaHTAXKEHHs IOA0 Yacy, HEOOXiJHO 3aCTOCOBYBATH PIBHOMIPHUI 3aKOH
po3moiny.

VY TakoMy BHIAJKy Tepen0aylTy 4ac HaJIXOJKCHHS YeproBOro IiKa HaBaHTa)KEHHS CTAa€ BaK4e, a
3aBJlaHHS BUsBJICHHS NOBUTbHOI DOS-aTaku HaOyBae XapakTepy BHUSBICHHS IONEPEAHBO BiJIMOBITHOCTI
€TAJIOHHUM 3HAYCHHSM MPOMDKKIB Yacy JOCATHEHHs MiKiB Tpadiky 3 ypaxyBaHHSIM PIBHOMIPHOTO 3aKOHY
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posmoziny. I'padik 3aaeKHOCTI 3HAUCHHS HaBaHTAKCHHS Bix vacy mifg vac moBiuibHOI DOS-ataku B
i71eaTi30BaHOMY BHUTJISI 300paskeHO Ha puc. S.
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Puc. 5. 3nauenns 3a6anmasicenus cepgepa 3 OUCKPEMHICMIO 8 00HY CEKYHOY

Sk BUAHO HA pHC. 5, OTPUMAaHHS MIKOBUX HABAHTAKEHb Y PO3paxOBaHi IHTEPBAIM Yacy MPU3BOAUTH
JI0 ICTOTHOTO 3HFDKEHHS TPOMYCKHOI 31aTHOCTI. Takuii BHMagoK MOKJIMBUN TUIBKA 32 YMOBH BEICHHS
noiibHOT DOS-ataku B cepeauHi JIoKanbHOI Mepexi. HapenmeHuit rpadik oTpuMaHO B pe3yibTati
3MIACHEHHSI eKCIICPUMEHTY Ha JIOKaJbHIA Mepexi 3 BUKOPUCTaHHSAM cepBepa Ta 24 mokaibHux EOM, oqHa
3 AKMX OyJia reHepaToOpoOM IIKIUTMBOro Tpadiky, a iHII reHepaTopaMy BUIAJKOBUX 3alMTIB IO CepBEpa.
3araipHe HaBaHTAXXCHHS Ha CepBEpP Y MOYATKOBUH MOMEHT Yacy aTakd CTaHOBHJIIO O13bK0 40 %.

I'padix npoemenHs moBiibHOI DOS-ataku, xonu mikigmueuii DOS-tpadik mepemano 3acobaMu
IHTEpHETY, MOAaHO Ha PHC. 6.
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Puc. 7. 3anesicnicme 3HaueHHs HABAHMAJICEHHA 8I0 THMEPBATLY YAC) 3a HENOKANLHO20 6NAUBY

[lopiBHIOFOUM OTpHMMaHi rpadikd 3HAYCHb BUIAAKOBOI BEIMYUHH, 0auuMo, MO0 BiAOyBaeThCA
3HW)KEHHSI MPOMYCKHOI 3[JaTHOCTI KaHaly 3B’s3Ky. B pasi HemoKalbHOrO BIUIMBY MMIKH HaBaHTa)KEHHS
BUHHKAIOTh 3HAYHO YacTimie. [3 1[bOro K BUILIMBAE, IIO VIS BUSBJICHHS HIKIJIHBOTO BIIMBY HEIOCTATHBO
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MPOCTOr0 TOPIBHIOBAHHS 3 ETAJOHHUMHU BeIMYMHAMH. ETaJOHHI BEIWYMHM HEOOXIITHO 3MIHIOBATH
3aJIe)XHO BiJl BAHHKHEHHS MiKiB Tpadika. 3acTOCYBaBIIM MaTEMAaTHYHE CIOIBAaHHS PIBHOMIPHOTO 3aKOHY
PO3MO/IiTY, OTPUMYEMO TaKe CITIBBIHOIICHHS JUIS €TAJIOHHOTO Yacy OTPUMAaHHS MiKiB HABAaHTaXKCHHS

_T,-++T,-/
T, ="t

Takox 000B’SI3KOBO HEOOXITHO BpaXxOBYBaTH 4Yac BHHUKHEHHSI YEPrOBOTO ITiKa HABAHTa)XXCHHS Ta
-T

ni >

Woro nopsAaAKoBUiA HoMep. SKIo 3a70BONbHIEThCA YyMOBa: A>0, ne A=T,

. T, — 4ac OTpUMAaHHA

mika Tpadiky; 7,

i+l

PO3paxyHKOBE €TaJlOHHE 3HAYCHHS Ha HACTYIIHOMY €Tali, TO HEOOXIAHO 3HANTH

Bimxunennsa Bin 1,,, A, =T, — T, i1e BigxuneHHs Moxe HaOyBaTH Bil’€MHOro 3HaueHHs. B pasi, skmio

ei ni >
A # 0, HeoOXiZIHO BiJl OTPUMAHOTO MIKOBOI'O 3HAYEHHS BiKJIACTH TPHBAJICTh IHTEPBANY 3aJEKHO Bij
HoMepa BimmiKy (Tabm. 2, psamok 2) Ta mpopoBxkuTu irepanii mns pospaxynky 1, i T, . Tobro micns
OTPUMAaHHSI YEPIrOBOrO MiKa HABAHTAXXCHHS €TaJOHHI 3HAYCHHS HEOOXiTHO IepepaxoByBaTH.
ITicns BMHMKHEHHsS 4OTUPBOX MIKiB Tpadiky HeoOXimHo mizcymyBatu A . lle macTe MOXIUBICTH
MPUAHATH PIllIEHHS PO HAsIBHICTh UM BiZICYTHICTH MOBUTEHOI DOS-ataku.

HocnifHo, B pe3ylnbTaTi eKCIePUMEHTIB, OTPHUMAHO BIAXWJICHHS IS ZA sIKe HE TIOBHMHHO

oi
MEPEBHUIIYBATH 5 C; AKIIO OJCPKaHO HETraTUBHUH Yac — I O3HAYAE 1110 aTaka BiIOYBAEThCS IHTCHCUBHIIIIC
BiJl OYIKYBaHOTO PIiBHS 1 11 MOKHA 3apaxyBaTd JI0 KIACy PO3MOJUIEHUX. Y pa3i oTpUMaHHS BiJ €MHOTO
3Ha4eHHS A HeoOXiTHO MpUIMATH BHSBICHWH MK HABaHTa)KEHHS 32 MOYATOK BUITIKY 1 MPOJOBXKYBATH
MepeBipKy.

3anponoHOBaHWIT METON Ja€ 3MOTY BHSABIATH (akT IIKIUIMBOro iH(QOpMAIIfHOrO BIUIUBY Ha
MexaHi3M pectapty nporokony TCP 3 itmoBipHicTiO 93 %, 1110 MIATBEPHKYIOTH MPOBEACH] SKCIICPUMEHTH.
3aranom 3pificieno 200 peamizaniii moBimbHOi DOS-ataku Ha cepep: 100 peamizamiii 3a paxyHOK
JoKanbpHOI oOuucoBaibHOl Mepexki Ta 100 peanizamiil i3 30BHINIHIMU BIUIMBAMH Ha CEpBEP 3 ITIKIO-
YEHUMH JIOKAJIbHUMU 1 HEJIOKaJIbHUMU aO0OHEHTaMH. Y pasi JOKaJbHOI peaji3allil 3alponoHOBaHUN Mexa-
HI3M BHUSBJICHHS CIIPallbOBYBaB MPABHJIbHO B 95 BUIAjJKaX, OJHAK BiJA3HAYEHO TPH XHOHI CIIpaIllOBaHHS 3a
BIJICYTHOCTI Takoi aTaky 1 JBa HEBUSBIICHHS 3a ii HAsSABHOCTI. Y pa3i 3MiMCHEHHS 30BHIIIHIX BIUIMBIB B 93
BHIIQ/IKaX 3alPONOHOBAHMI METOJ MPaBWIIBHO BHSBIISB MOBiTbHY DOS-araky, Oyno 4OTHPH ITOMHIIKOBI
CIIpaIlbOBYBaHHS 332 HAasSBHOCTI XaOTHMYHHX ITOCHJIOK IMIKOBHX HABaHTa)XCHb 1 TPH HECIPAIbOBYBAHHS 32
HASBHOCTI IPaBIIBHOI MOCHIJOBHOCTI MTIKOBUX HABAHTa)KCHb.

3anponoHoBaHWil Merox jaae 3Mmory BusBHTH DOS-ataky Ta BiANOBIIHO YBIMKHYTH MEXaHI3MH
MPOTHIT TaKOMY iH(OpMaIiiHOMY BIUTHBY 1 3aITyCTHTH MEXaHi3MH TIOIIYKY JpKepena aTaku [9].

Posrisiremo e nonatkoBo ataky SYN-flood, sika 3BHYaiiHO pealli3oBYEThCs MPOTH CEpBEPIB, Ta
MOXIIMBICTB 11 peamizalii. 37TOBMHUCHUK BiAMPABIsE BENUKY KUTbKicTh SYN-makeTiB Ha IITLOBUH XOCT TIO
MOPTY cepBicy, sSKUH BiH XO4e MPU3YNUHUTH, Bil iMeHi BuUmamkoBux [P-ampec. Ockinmbkun SYN-nakern
BHUKOPHUCTOBYIOTbCS Y TOTpiifHOMY 3’€qHaHHI mix wac BcTaHoBlieHHs TCP-3’enHaHHS, HUTHOBHH XOCT
BinmoBinae Ha Hux nakeramu SYN-ACK, pesepBye miciie B Oydepi mix KoKHE 3’€IHAHHS Ta YeKae MaKera
ACK y BiANOBib, IKUI MOBUHHHUIA 3aKIHUNTH 3’ €THAHHS, 32 JCIKHIA MPOMDKOK 4acy.

[Naker-minTeepmxenHs SYN-ACK mepenaerbcs Ha MOMHJIKOBY aapecy jpkepena SYN-makera, B
JIOBLTBHY TOYKY MEpEXi UM B3araji He 3Haiize ajpecarta 4u OyJe MpoCTO NPOIrHOPOBaHMMA. Y pe3ynbTaTi,
3a MOCTIHHOTO MOTOKY SYN-3amuTiB, HUIBOBHHM XOCT IMOCTIHHO TpUMaTthMe cBii Oydep 3amoBHEHHM
HEMoTPiIOHUM OUiKyBaHHSM 3aBEpIICHUS HAIIBBIAKPUTHX MOMWIKOBUX 3’€JHaHb i HE 3MOXe 00pOOUTH
SYN-3anuty Biji CIpaBkHiX JeralbHAUX KOPUCTYBAYiB.

3MoOIeNI0eEMO TaKy aTaky 3a jgornomororo mepexi [lerpi— Mapkosa (puc. 8) . BusnaueHHs enemeHTiB

i€l MepeXi HaBEICHO HUKYE: Sj —  TIO3MILT; {; — mepexomM: s, — TOTOBMHA; §, — FOTOBHH NPHUIAHATH

naketd SYN 3 aapecoro, ska HE ICHY€, y 4epry HEBIAKPUTHUX 3’ €IHaHb, !, — 3allyCK Ta HaJAIITyBAHHS
2 b b l y yB
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nonatka 11 SYN-flood; s, — mporpama 3amylneHa Ta HalallTOBaHa; ¢, — Biampaska makerTiB SYN Ta
HOMIILEHHS X y uepry A; s, — 3aIUTH IOCTAaBJIEHO B YEPTy OUiKYyBaHUX 3’€[HAHb A; f, — INEPENOBHEHHS

uepru A; §; — A He Ma€ 3/[aTHOCTI ONPALIOBATH iHIL 3aITUTH; f, — IIEPEXOIJIEHHs Ta aHai3 Tpadiky A.

§2
83 t

S4 S5
43

S1 5

1
Puc. 8. Mepeoica Ilempi—Maprosa emanie peanizayii amaxu SYN-flood

EnemenTn Matpwuii, siki BU3HAYAIOTh JIOTTYHI (PYHKIIT CIpaIloBaHHs MEpEeXi, MOXKHa 3amucatu (6e3
BpaxyBaHHS CIIPSIMOBAHOCTI IyT rpada) Tak, sk HaBeneHo y Tadm. 3.

Tabnuys 3
BuznauyenHs JgoriyHux QyHkmii

f t f

Sy 1 0 0

ysity = S, 0 1 0
S; 1 1 0

S4 0 S1 b N S3 1 1

Ss 0 0 1

Hus wiei mepexi [Terp — MapkoBa 3anumieMo cucTeMy iHTerpaibHuX qudepeHIialbHIX PiBHSHb:

q)S]t] (H=m 1j-fs,t, (v)dt
q)Sztz ()= nzzjfsztz (v)dt
O,(6) = [ £y, (DD, (D) +f5,, (DD, (DNd

q)54t3 (= TC43j-fS4t3 (0P, (f - T)dT

BBaskaeMo, 110 T'yCTHHA PO3MOALTY BIPOTIAHOCTI € €KCIIOHEHIIAJbHOK 3aJICKHICTIO 1 Ma€e TaKuid
BUTJIIAN, SIKIO I =1,...,6; j=1,...,4:

foi () =hye .

JIJis OLIHKKM CEPeAHBOr0o 4Yacy peamizailii Ii€l aTakd HEOOXiTHO BpaxyBaTH TaKi MOKA3HHKH: § —
po3Mip uepru s HamiBBinkpuTHX TCP-3’emnanp; T — uwac mepeOyBaHHsS 3’€JJHaHHS B 4ep3i; R —
IHTEHCUBHICTE HaAcUIaHHSA SYN-IIaKeTiB 37 I0BMUCHUKOM.

Heo0OxigHO 00YMCIAUTH KUTBKICTh MIOBTOPEHB BiANIPABIICHHS 3JIOBMUCHHUKOM IMAKETIB, SKE TMPU3BEIC
JI0 TIEPETIOBHIOBAHHS YEPT'H aTAKOBAHOTO XOcTa. Y pasi, ko TR >> s, e n <s.
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3acTOCOBYIOUM MYacCCOHIBCHKE HAONIIKEHHS, OJEPIKYEMO CEpelHid Yac MepeMillleHHs Mo Mepexi
[Terpi-MapkoBa 3 MOYaTKOBOI MO3HMIIIT JO KiHIIEBOTO MEPEXOLY 1 BIPOTIAHICTD IHOTO MEPEMIlICHHS:

Ty, =nl
=T+,

2 2
_ T + T Ty +Ts
B —
T, +7Ty

(nT+r”)2+(nT+T”)T22 +T§2

= (nT+’E”)+’E22 s

Jie IOYaTKOBI ITapaMeTpH aTaku HaOyBalOTh TAKUX 3HAYEHb: T,, — CEPEAHII yac HaJAIITYBaHHS NPOTPaMH;
s = 10 — po3mip yepru 3’eananb g Windows 10; 7, = 75 ¢ — cepenniit yac O4ikyBaHHS BCTaHOBJICHHS
3’enmHanHs;, R = 100 — kinbkicTs SYN-TaKeriB, sSKi HAIXOIATh Y YepTy 3a CEKYH/IY.

OTxe, 3I0BMUCHUKY HEOOXiJHO OBTOPHUTH repenaBanns SYN-makera B cepenaboMy #n = 10 pasis.

CepenHili yac MiATOTOBKY, BiNpaBiIeHHS 1 MOMIMEHHS TaKeTa B YEpry 3 ypaxyBaHHSM IHTEpBAILY MiXK
makeramu — 1, = 0,015 c.

Be3 3acTocyBaHHs 3aXO0[iB 3aXMCTy BiJl IIi€i aTaku 4ac MepexoJy XOCTa, M0 aTaKyloTb, y HEIO-
CTYIHUIl cTaH HaOMKaeTbCA 10 HYIs: T,, =0 (puc. 9). Toai cepenniii yac nepexony no Bciif Mepexi

JIOPIBHIOE:

t=nT +1,,=10*%0,015+11=11,15c.

PO

0.8 —

0.6

04

02

P(t)=1-e —f/11'15

0 T T t
6 12 18 24 30 -

Puc. 9. 3anesxcnicmo gipocionocmi peanizayii amaxu SYN-flood 6i0 uacy

Oco0OyiMBy yBary mHOTpPIOHO 3BEPHYTH Ha Te, IO I 3aJCKHICTH BpPaxOBYye eTall 3alycKy 1
HAJNAMITYBaHHS TPOTpaMHM, SKHH 3aifiMae 3HAYHO OUIBLIIMK cepeaHii dYac, HDK BCl pellTa eTarliB.
PosrisHeMo xapaKTepHCTUKY BIpOTiIHOCTI peasizallii aTaky i3 3aCTOCYBaHHSIM 3aXO0J(IB IPOTH/III.

Buxopucmogysanns miscmepedcesoeo exkpana (0as migxcceemenmuoi amaxu). Cborogni podora i3
MPOTHJIT TAKUM KibepaTakaM IMOKJIajieHa Ha MibkMepekeBi ekpanu. Konm 330BHI npuxomuts SYN-naker,
MDKMEpeXKEeBHI eKpaH He MPOIYCKae HOro y BHYTPIIIHIO MEPEKXY, a caM BIIMOBiJae HA HHOTO BiJ iMEHi
cepBepa NMpHU3HAYEHHA. SIKINO 3’€qHaHHS 13 30BHIIIHIM KIIEHTOM BCE )X TaKd BCTAHOBJIIOETHCS, TO BIH
CTBOPIOE 3’€JJHAHHS 3 CEPBEPOM BiJ| IMEHI KITIEHTa Ta HaJalli BUCTYMAE K HEBUIUMUN TOCEPETHUK, TIPO
SIKOTO Hi BHYTPIIIIHIN cepBep, Hi 30BHINIHINA KIIEHT HE 370TaAyIOThCS.

Aximo x Bignosins Bix kirieHta Ha SYN-ACK-maker y BU3HAYSHUH HMPOMDKOK Yacy HE OTPHMAHO,
opurinaneHuid SYN-naker He Oyae mepenaHuil BcepeamHy Mmepexi. st Takoi Mopeni 3acToCcyBaHHS
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MDKMEPEKEBOr0 eKpaHa BILUIUBAE 3MEHIIICHHS BIPOTIAHOCTI 775 TIEPEXOAY dy), 3HAUCHHS SIKOI 3aJICKUTh Bil
TUIY i 0coOnMHMBOCTEl QPYHKITIOHYBaHHS MEPEXKI Ta MKMEPEKEBOTO EKpaHa.

Jnst mpoTHAil aTakaM Takoro THITY 3allpONOHOBAHO BHKOPHUCTOBYBaTH MexaHisM SYN-cookies. Y
pasi BukopuctanHs SYN-cookies sk Mipu mpoTuii il kibepartarli 3a Takoi IHTEHCMBHOCTI 3aITUTIB XOCT
3aJMIIAETHCS JOCTYIIHAM JUIS JIETITHMHUX 3’€THAHb HABITh y BUMAJIKy IICPEIIOBHIOBAHHS YEpTH
OYIKyBaHHSI XOCTY, 1[0 3aXWINAETHCS, BiH CTAa€ MPAKTHYHO HEBpa3nmuBuUM 10 Kibepataku SYN-flood. ¥V
Takif ~ MOJEi I1e BUPAKA€ThCs K HAOMMKEHHs BIPOTiAHOCTI T, Mepexony d,, 10 HyJs.

3menwenns vacy ouikysants 6ionosidi. Y pasi 3MeHIICHHS Yacy Oo4iKyBaHHs Bigmosimi go 10 ¢, n =
10,1, mo icroTHO He 3MIiHIOE BIPOTiTHOCTI peaiizaiii KidepaTaku 3a 3aJaHUX pPO3MIPY HYeprd Ta
IHTEHCHUBHOCTI.

36invuenns uepeu 3anumie. Y pa3si 30UIbIICHHS YEpPrd 3allMTIB I YCHIIIHOI peajizailii kidep-
aTaKy IHTEHCHBHICTb 3allUTIB IIOBMHHA MAaTH TaKe 3HAYCHHS, 3a SIKOI'0 Yepra 3allOBHUTHCS J0 3aKIHUCHHS
Yacy OuiKyBaHHS 3’€IHAHHS, OCKUIBKU MOTIM MaKeTH BiITANSATHMYTHCS 3 UEPTH 3 TAKOIO X IHTEHCHUBHICTIO,
T00TO R >s/Tc, y 1boMy Bumaaky R > 866, skmo 7, = 75, mo OuIbIIe BiANOBIAaE PO3MOALICHIMH
kibepartalli 3 y4acTIO JEKUIbKOX MaiuH 3j0BMucHHKA (DDoS). [lns po3mipy yepru s = 65000 i
iHTeHCUBHOCTI KiOepaTtak R = 1000 cepenHniii vac peamizailii kiOepataku T=88 ¢, a BHI 3aJSKHOCTI
rmokaszaHo Ha puc. 10:

Pt !

08 i)

//
o
0,6
7
P
04 = <
/’/
7
02 / I
0 / I T t
40 30 120 160 200 =

Puc. 10. 3anesxcnicmo uacy peanizayii kibepamaxu SYN-flood, y pazi 36inbuienoi uepeu ouikysanus
3’€0Hans u inmencusnocmi sanumis 1000 3a cexyHoy

VY BHNaAKy MUHAMIYHOTO 30UTBIIEHHS Yeprd 3alHUTIB Yac 1 MOXKIUBOCTI peanizamii kibeparaku
BHM3HAUYAIOTHCSA PECypcaMH CHCTEMH. Bimomo, 1m0 Ui MiATPUMKHA OJHOTO HAIIBBIAKPUTOrO 3’€IHAHHS B
yep3i OC iHomi moTpioHa mam’sath 10 30 kOaiT, ToMy 3a HasBHOCTI Ha XOcTi cepBepHOi OC € MOXKIIUBICTh
MiATPUMKH OYIKYBaHHS JIOCTaTHBO BEUKOI KUTBKOCTI 3’ €JJTHAHb.

BucHoBku

AHanmi3yroun BUKIAJCHI BIIOMOCTI MPO 37iiCHEHHS KiOEpHETHYHUX aTak, MOXKHA JIWTH BHCHOBKY,
IO PO3MJISIHYTI BUIIIE MOXKJIMBOCTI 3aXHCTY JIaHUX HE OYyAyTh NMOBHOIO MipOi0 eEeKTHBHUMH, SIKIIO iX He
BHUKOPUCTOBYBATH Y €JHHOMY KOMILJIEKCI.

KibGepHernuHi ataku Ha iHQOpMaIIiHy CUCTEMY Peali3yloThCs MEPEBaKHO 38 PaXyHOK TaKHUX aTak:
aHaJli3 MEPEXKEBOro Tpadiky, CKaHyBaHHS MEPEXKi; 3arpo3a BHSBICHHS IapoJis; MiaAMiHA JOBIPEHOIO
00’exTa Mepexki W mepenaBaHHS MO KaHalaX 3B’S3Ky MOBIIOMIIEHBb BiJl OTO iMEHi 3 MPUCBOEHHAM HOTO
npaB JIOCTYIY; HaB’sI3yBaHHS TOMHIIKOBOTO MapIIpyTy MEpEeKi; HECaHKI[IOHOBaHE BBEJCHHS 00’ €KTa
Mepexi; BiAMOBa B 00CIyrOBYyBaHHI; BUIAJICHUH 3aIyCK JOAATKIB,
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3aco0u BHSBICHHS KiOEpHETHMYHHMX aTak 3a0e3neuyroTh OCpKaHHS TaHWX i3 MEpeKi Mpo 3I0-
BMHCHY aKTHBHICTb i3 IEpETBOPEHHSM Ha 3p0o3yMilly iH(hopMallito, KKy MO)KHA BUKOPUCTATH JUTsl YCYHEHHS
MiATBEP/UKEHUX IMOpYIIeHb Oe3lekn i 3a0e3neueHHs BiMOBITHOCTI HOpMAaTHBHUM JoKyMeHTaM. Habip
3pYYHHAX Y BUKOPUCTaHHI amapaTHUX 3aco0iB BiJJI3epKalleHHS 3arpo3 Ja€ 3MOTy aJMiHiCTpaTopam
HEHTPAIi30BaHO 3HAXOJUTH, BU3HAYATH TPIOPUTETHICTH 1 BigoOpaskaTH 3arpo3d 3a JIOMOMOTOI0 BXKE
YIIPOBaPKEHUX B IHPPACTPYKTYpy MEPEKEBUX MPHUCTPOIB i MPUCTPOIB 3aXUCTY.

Omxe, 3 ypaxyBaHHSM MallOyTHBOTO PO3BHTKY iH(OpMaTH3allii, MPOHUKHEHHS iH(QOpMAaIiifHNX
TEXHOJIOT1H y HAaBaXKIHBIII CEPH KUTTSA CYCHITLCTBA HEOOXIJHO TepeadadnTH Mepexiy] BiJl MPUHIIHAITY
rapaHTyBaHHs Oe3rnekd iH(dopMallii 10 IPUHIUITY iHPOPMAIIIHOT Oe3MeKH.
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MEANS OF DETECTING CYBERNETIC ATTACKS
ON INFORMATION SYSTEMS

S. Tolyupa, N. Lukova-Chuiko, J. Shestak

Taras Shevchenko National University of Kyiv, 60, Volodymyrska str., Kyiv, Ukraine

Systems for detecting network intrusions and detecting signs of cyber attacks on information systems have long
been used as one of the necessary lines of defense of information systems. Today, intrusion and attack
detection systems are usually software or hardware-software solutions that automate the process of monitoring
events occurring in the information system or network, as well as independently analyze these events in search
of signs of security problems. As the number of different types and methods of organizing unauthorized
intrusions into foreign networks has increased significantly in recent years, attack detection systems (IAS) have
become a necessary component of the security infrastructure of most organizations. Despite the fact that there
are a large number of methods for detecting anomalies, their weak stability, lack of verification, a large number
of false positives, narrow specialization and research nature, do not allow their widespread use. One of the
most common types of acacia is a DDoS-attack, a denial-of-service attack that interrupts or suspends host
server service to make the online service inaccessible to users. The article offers an analysis of this attack and
the possibility of its implementation.

Key words: attack: information system, server, intrusion detection system, network.
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