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Abstract—In this paper, we propose to use a classification model based on an artificial recurrent
neural network (RNN) and a deep learning approach for DNS spoofing detection. It is proposed to use
DNS data as well as TCP header and IP header data as features of the detection model. Using of IP
header data, particularly, such feature as hop count is well known and widely used for IP spoofing.
The main challenge is to apply these approaches to DNS spoofing detection. The aim of the research is
to proof the feasibility of the proposed technique and to obtain metric values. The methodology of the
research is to evaluate the deep learning model trained on the artificially synthesized dataset. The
numerical results from simulations are used to evaluate the performance. The paper reports the
accuracy about 70%.
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I. INTRODUCTION

Domain Name Server (DNS) is a critical component of the operation of Internet applications. It
provides a way to resolve domain names to their corresponding IP addresses. DNS spoofing also
referred to as DNS cache poisoning is an attack in which altered DNS records are used to redirect
online traffic to a fraudulent resource that possibly resembles its intended destination. This results
in traffic being diverted to the attacker's computer.

To increase performance, a web-server typically caches translations from human-readable
domain name into a numerical IP address for a certain amount of time. If a server receives another
request for the same resource it can reply without asking any other servers. DNS spoofing focuses
on corrupting the cached answers, either through software exploits or protocol weaknesses. The
attack is difficult to detect, and very difficult to guard against. The payoff can be huge enough if the
attackers were successful.

Traditionally the DNSSEC is often deployed to mitigate the risks.

Il. RELATED WORK

There are a large number of works related to the problem. Reference [1] is devoted to defense
against DNS Man-In-The-Middle Spoofing. Paper [2] presents the network traffic redirecting
toward a fake DNS server on a Local Area Network (LAN). In the [3] discussed the main
approaches to DNS protection against spoofing and poisoning attacks. In the conference paper [4]
there is a security analysis related to the cache poisoning attacks in the domain name systems.

Neural network based spoofing detection description one can find in [5]. Implementation and
analysis of identity spoofing attack using epidemic routing protocol in DTN presented in [6].
According to [6], the most effective used method for preventing and detecting of spoofing attack is
hop count filtering method by building IP2HC Table. Paper [7] presents various aspects of hop
count filtering method and its modifications to prevent and mitigate attacks.

Paper [8] presents the configuration of IoT network on which the authors are planning to test the
application of the proposed method to network of 10T devices. In the [9] the comparative evaluation of
spoofing defenses is presented.
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I1l. METHOD

Spoofing detection is performed using an artificial RNN over a whole OSI data link layer data
frame. RNNs are designed to learn sequence data. We extract only headers from frames, packets,
segments, and high level protocols data structures and use those as features. These data
continuously pass through the input layers of RNN within the time window in binary format. The
architecture of RNN is Multiple Input One Output. The output of the last neural layer represents the
output at the end of the each data frame. The training dataset training set consists of 100000 frames,
the validation/development set contains 10000 frames, and the test set contains 10000 frames. The
data were collected in experiment with network setup. We used the TensorFlow and Keras
frameworks in our work. The Tensorboard was used for visualization of training scalars and neural
network structures. Training of the model was performed using conventional server with Tesla T4
GPU with 16280 MiB of video memory (NVIDIA-SMI 450.51.05, Driver Version: 418.67, CUDA
Version: 10.1). We used post-predict evaluation in order to evaluate the model. Test set went
through the prediction method. After that, predictions were compared to the ground truth and the
confusion matrix was derived. The following class-wise macro/micro-averaged and weighted
metrics were obtained from the confusion matrix: error rate, accuracy, true positive rate (TPR,
recall), positive predictive value (PPV, precision), etc.

IVV. RESULTS AND CONCLUSION

We present the results of the research in form of accuracy assessment. The result shows that
applying RNN gives the accuracy of 0.74. The overall purpose of the study was to prove the
feasibility of the efficient detection of spoofing attack using recurrent neural network. Our main
finding suggests that the use of RNN results in the performance that should be improved. The
limitation is that data collected with experimental setup might have different properties then real.
Therefore, real data is preferable to use for training further models. In our future works, we will add
more features and test the accuracy which will give us a clear picture of the importance of each
feature and show steps for further research.
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